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1 Introduction

This application note introduces IEEE
802.15.4 security and gives practical
examples using Texas Instruments’ family
of IEEE 802.15.4 compliant RF chipsets;
the CC2420, CC2430, CC2520 and
CC2530.

The main focus will be on the CC2520,
TI's second-generation |IEEE 802.15.4
compliant RF transceiver.

This document will also explain how to
implement CCM* mode on the CC2430,
CC2530 and CC2420 with the use of
auxiliary software.

*) The IEEE 802.15.4-2006 specification uses the
abbreviation CCM* mode (Counter-Counter-Mode
‘Star’). The **" is thus not a footnote in this context.
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The application note is accompanied by a
software example which implements a
secure point to point link between two
IEEE 802.15.4 compliant RF nodes, using
MAC Data frames.

The example demonstrates CCM* security
mode on all three chipsets, using a
common RF protocol; BasicRF. This
protocol implements a small part of the
IEEE 802.15.4 specification, including a
subset of the IEEE 802.15.4 security suite.

This document is NOT a general
discussion on security and AES.
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3 Abbreviations

The following abbreviations are used in this document:

ACK Acknowledge
AES Advanced Encryption Standard
CCM Counter-Counter Mode
CBC Cipher Block Chaining
CBC-MAC Cipher Block Chaining Message Authentication Code
CRC Cyclic Redundancy Check
CTR Counter Mode
DK Development Kit
ECB Electronic Code Book
EM Evaluation Module
EB Evaluation Board
FCF Frame Control Field
FCS Frame Check Sequence
FIFO First In First Out
IAR EW IAR Embedded Workbench
IDE Interactive Development Environment
v Initialization Vector
PAN Personal Area Network
MAC Medium Access Control (layer)
MIC Message Integrity Code
MCU Microcontroller Unit
NONCE Number used Once
SPI Serial Peripheral Interface
TI Texas Instruments
i} Texas
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4 |EEE 802.15.4 Security

IEEE 802.15.4 is a standard which specifies the physical layer and medium access control for
low-rate wireless personal area networks (LR-WPAN's). The current version of the standard
is the 2006 revision on which this application note is based. IEEE 802.15.4 optionally
encrypts frames using the AES-128 algorithm, offering data confidentiality (encryption) and
message integrity. Sequential freshness is used to reject replayed frames.

4.1 General Overview

The MAC frame format is composed of a header, a payload and a frame check sequence
(FCS). The details are shown in Figure 1.

Bytes:1 2 1 0to 20 0/5/6/10/14 N 2
FCS
Len FCF SEQ Address Auxiliary Security Frame payload
Header
Header Payload

Figure 1. General Frame Format

The maximum length of an IEEE 802.15.4 frame is 127 bytes; therefore, only the 7 least
significant bits are used in the length field. The sequence number is incremented for each
frame. Addresses can be 16-bit, 64-bit or not included, depending on the setting in the Frame
Control Field(FCF). The Frame Control Sequence is a CRC check that is appended to the
frame.

Bisso2| 3 | 4 | s | 6 | 79 | 1011 | 1213 | 1415
Frame ’ Security Frame ACK Intra Reserved ‘ Dest Addr Reserved ‘ Src Addr
Tvoe Enabled Pendina Rea. PAN Mode Mode

Figure 2 . Frame Control Field

Four frame types are defined in the specification:

o Beacon,

o Data

o Command

o Acknowledge.

e Bit 3 of the FCF enables security.

e Bit 6is set if the frame is destined for nodes within the Personal Area Network (PAN).

e The three address modes that are defined in the specification are: PAN identifier/
address field not present, 16-bit address and 64-bit address.

1} TEXAS
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4.2 Secure Frames

Frames are identified as being secure when the security enable bit of the FCF field is set and
the Security Level field of the security control byte is different from O (see Table 1). The frame
must contain an auxiliary header field if the security enable bit is set.

Bytes: 1 | 4 | 0/1/5/9

Security control Frame counter Key identifier

Figure 3. Auxiliary Security Header

Please refer to Figure 1 for an idea of the auxiliary security headers position in the frame.

The Frame Counter has a length of 4 bytes and is used to ensure the freshness (uniqueness)
of each frame. The Security Control field specifies the Security Level (bit 0-2) (ref. Table 1)
and the key identifier mode (bit 3-4). The key identifier sub-field is included only if the key
identifier mode field is greater than zero.

In the software accompanying this application node, the key identifier mode is always 0. For
more details on the auxiliary security header, please see [1], section 7.6.2.

4.3 Nonces

Nonce (number used once) is a term to describe a data entity being exchanged to ensure the
authenticity of a frame. It is a number which contains information about the sender and adds
a random element to protect against replay attacks. The IEEE 802.15.4 nonce is a 13-byte
number which contains the 64-bit MAC address of the originator, the security control byte and
a 32-bit frame counter.

Bytes: 8 | 4 | 1

Source address Frame counter Security level

Figure 4. CCM* Nonce

Please refer to Figure 1 for an idea of the CCM* nonce’s position in the frame.

The nonce is implicitly a part of a secure frame, as the source address is contained in the
general header and the frame counter/Security Level are contained in the auxiliary security
header (see Figure 1). The 64-bit IEEE address is unique and thus ensures that no other
node can create the same nonce. The nonce is the main component of the 16 byte
initialization vector (V) used for CCM* encryption and decryption. In addition to the nonce,
the IV consists of a single-byte flags field and a two-byte sequence counter. The sequence
counter keeps track of 16-byte blocks within a frame. The flags field contains information on
whether or not to authenticate and the lengths of the sequence counter and Message
Integrity Code (MIC). In CCM* the sequence counter length is fixed and the MIC length can
be 0, 4, 8 or 16 (bytes).

1} TEXAS
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Note: the flags field and the sequence counter are NOT transmitted over the air; they are internal to the sender and
receiver, respectively.

4.4 Security Suites

IEEE 802.15.4-2006 specifies seven security suites. All of these can be implemented using
the CCM* security operation. The major difference from IEEE 802.15.4-2003 is that the latter
depends on both CCM and CBC-MAC security operations to achieve the same objective.

Security level Security suite name Description

0 None No security

1 MIC-32 32 bit authentication

2 MIC-64 64 bit authentication

3 MIC-128 128 bit authentication

4 ENC Encryption only

5 ENC-MIC-32 Encryption and 32 bit authentication
6 ENC-MIC-64 Encryption and 64 bit authentication
7 ENC-MIC-128 Encryption and 128 bit authentication

Table 1. Security modes in IEEE 802.15.4-2006

The software example referred to in this document uses ENC-MIC-64, Security Level 6. In
IEEE-802.15.4-2006, ENC-MIC is used with MAC Command frames, ENC is used for MAC
Data frames and MIC is used for Beacon frames.

Note: ACK frames are not authenticated or encrypted.
4.5 Security Modes

This section will go though the different block ciphered security modes integrated into TI's
radio devices.

ECB

Counter Mode (CTR)
CBC-MAC

CCM

CCM*

These modes combine basic AES-128 encryption with various counter mechanisms to the
implement the security suites described in 6.

451 ECB Mode

ECB encryption is the basic building block of all the security suites supported by IEEE
802.15.4-2006. ECB-encryption on its own works on 128 bits (16 bytes) at a time and is as
such unsuited for many applications. In practical terms this means pure AES-128 encryption
on 16 byte (128 bit) data blocks.

1} TEXAS
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Plaintext Plaintext Plaintext
[ITTTTIIT1 [ITTTTTIT] I TTTITT]
v v v
Block Cipher Block Cipher Block Cipher
Key =  Encryption Key = | Encryption Key =  Encryption
| | |
CTITTT1T It . O TTTTTT]
Ciphertext Ciphertext Ciphertext

Electronic Codebook (ECB) mode encryption

Cipherte Ciphertext Ciphertext
(ITTTTTTT] CTTTTTTT7] I 1
v v v
| Block Cipher Block Cipher Block Cipher
Key ——=| Decryption Key —=| Decryption Key — = Decryption
L IT A
I 0 N N O I TT T TTTTTT]
Fiaintext Flaintext Piaintext

Electronic Codebook (ECB) mode decryption

Figure 5. ECB Encryption

ECB encryption is supported on all the four radio chipsets covered by this application note.
This makes it possible to use simpler encryption methods in proprietary protocols. The
CC2520 even provides separate block XOR instructions to aid ECB mode operations.

The major flaw in pure ECB encryption is that identical blocks of plaintext will produce
identical blocks of cipher text making it easy to recognise patterns in the data. This is easily
seen in Figure 6.

Figure 6. ECB Encryption Example from Wikipedia

This problem is solved by introducing cipher-block chaining (CBC) mode where each block
of plaintext is XORed with the previous cipher text block before being encrypted. With CBC

*'y Texas
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mode each cipher text block is dependent on all plaintext blocks processed up to that point.
To make each message unique, an initialization vector (IV) must be used in the first block.

The first cipher text block is generated by encrypting the initialization vector and XORing
the plaintext.

Decryption is simple: the plaintext is restored by XORing the cipher text with the encrypted
initialization vector. In practical terms this means that the initialization vector must be
exchanged across the link together with the encrypted data.

Plaintext Plaintext Plaintext
! | | | I I
Initialization Vector (IV)
I 1 - - -
L L) T
Block Cipher Block Cipher Block Cipher
Key =| Encryption Key —= Encryption Key =| Encryption
L L L]
| | | | I |
Ciphertext Ciphertext Ciphertext

Cipher Block Chaining (CBC) mode encryption

Initialization Vector (IV) Ciphertext Ciphertext Clphertext
[TTTYTT

L ] ¥ v

Block Cipher Block Cipher Block Cipher

Key *| Decryption Key *| Decryption Key = Decryption
' L v
I |

Plaintext Plaintext Plaintext

Cipher Block Chaining (CBC) mode decryption

Figure 7. CBC Encryption

45.2 Counter Mode (CTR)

Counter Mode is an encryption only mode. In order to ensure freshness a nonce that is
unigue for each frame is introduced. The nonce is known by the sender and receiver. The
nonce is encrypted using a key known only by the sender and receiver. The encrypted nonce
is then added to the plaintext data using XOR. CTR mode works on 16 byte blocks. The last
block is padded with zeros if the data to be encrypted is not a multiple of 16,

CTR mode on one block is thus identical to ECB encryption of IV + XOR with plaintext.
Counter increments ensures sequential freshness.

1} TEXAS
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453 CBC-MAC Mode

CBC-MAC does not include encryption of the frame, only authentication. The data to be
authenticated is divided into blocks of 16 bytes. If the data length is not a multiple of 16 the
last block is padded with zeros.

The encrypted Message Integrity Code (MIC) that is the result of the operation has a length of
128 bits (16 bytes) but can be truncated by taking the M leftmost bytes only. Valid numbers
for M are 4, 8, orl6, depending on whether the programmer chooses to implement the 32, 64,
or 128-bit authentication.

Bytess1 | 2 | 1 | o0to20 | N | amie | 2

Len ‘ FCF ‘ SEQ ‘ Address ‘ Payload ‘ MIC ‘ FCS

Figure 8. CBC-MAC Frame

454 CCM Mode

CCM is a combination of CTR and CBC-MAC. It both encrypts and authenticates a frame.
CCM will first authenticate the frame using CBC-MAC and thereafter encrypt the payload
using CTR mode encryption.

The initialization vector (IV) used for encryption consists of the 13-byte nonce (see Figure 4),
combined with the flags field and the sequence counter.

Bytes:1 ‘ 13 | 2
Flags Nonce Sequenc
e counter

Figure 9. Initialization Vector

The sequence counter counts 16 byte blocks within a frame. The one-byte flags field is
composed as shown in Figure 10.

Bis:7 | 6 | 5..3 | 2.0

M’ L’

Reserved ‘ Adata

Figure 10. Flags Field

Bit 7 is reserved and should be set to 0. Adata indicates whether there is additional
authentication data or not. M’ is the length of the size of the authentication field. M’ is
encoded as (M-2)/2 and valid values are even numbers from 4 to 16. L’ is the size of the
length field (fixed 2) encoded as L-1.

1} TEXAS
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Security level | Security suite M M’ L L’ Flags
0 None 0 0 2 0 0x00
1 MIC-32 4 1 2 1 0x49
2 MIC-64 8 3 2 1 0x59
3 MIC-128 16 7 2 1 0x79
4 ENC 0 0 2 1 0x01
5 ENC-MIC-32 4 1 2 1 0x49
6 ENC-MIC-64 8 3 2 1 0x59
7 ENC-MIC-128 16 7 2 1 0x79

Table 2. Security Level / Flag Fields

455 CCM*Mode

CCM* is an extension of CCM. It is used in IEEE 802.15.4-2006, is backwards compatible
with CCM and adds the option to only encrypt data.

CCM* as described in IEEE 802.15.4-2006 makes it possible to cover all the standard
security suites with one operation whereas IEEE 802.15.4-2003 relied on both the CCM and
CBC-MAC modes.

45.6 Secure Frame Example

The frames described here are from the light-switch example accompanying this application
note. The frame *) is a MAC Data Frame which is both encrypted and authenticated, with
security level 6 and key mode identifier 0.

*) Strictly speaking this frame format is invalid according to IEEE 802.15.4, but authentication is added in order to
visualize how the MIC is generated.

Each frame is identical apart from the sequence number field. The example implements a
toggle-switch where each frame toggles the switch if the single-byte payload is zero. Figure
11 shows the frames without encryption. The plot is from the Tl packet sniffer[7]; the raw
frame data have been included to complete the picture. Please note that the byte-order in
multi-byte fields is Little Endian *), whereas the Tl Packet Sniffer displays multi-byte values
Big Endian.

*) Little Endian means that the least significant byte is transmitted first.

Length Frame control field Sequence || Dest. Dest. Source |MAC payload
Type Sec Pnd Ack.req PAN compr || number PAH Address || Address oo
1z DATA 0O 0 1 1 00 0x2007 || OxBEEF || 0x2520

6188 00 0720 EFBE 2025

Length Frame control field Sequence || Dest. Dest. Source ||MAC payload
Type 3ec Pnd Ack.reqg PAN conpr || number PAH Address || Address oo
12 DATA O 1] 1 1 0x0l 0x2007 || OXBEEF || 0xZ520

0C 6188 01 0720 EFBE 2025 00

Figure 11. Light Switch Toggle, Unsecured Frame

i3 TEXAS
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The software example uses fixed security level 6 (ENC-MIC-64) and fixed key identifier
mode 0 which means that the reception software does not have to investigate the security
control field further. Please refer to [1], section 7.6.2.1 for a detailed explanation.

Length Frame control field Sequence || Dest, Dest. Source || Encrypted MAC payload
Type 3ec Pnd Ack.req PAN compr || number PAN Address | Address ||[0g 00 00 00 00 BO &1
25 DATA 1 ] 1 1 Ox 00 0x2007 || OxBEEF || 0x2520 |(A9 16 06 D3 29 53 E9

Length Frame control field Sequence Dest. Dest. Source Encrypted MAC payload
Type 3ec Pnd Ack.req PAN compr number PAH Address ||Address |[06 01 00 00 00 E3 01
25 DATA 1 0] 1 1 Ox01 0x2007 || OEEEF || Ox2520 ||EA SC &0 AR 91 25 DF

Figure 12. Light Switch Toggle, Secured Frame

The first byte of the payload is the Security Control, and then follows the Frame Counter. The
BOLD RED field of Figure 12 is the encrypted payload; the rest of the payload shown red is
the MIC.

1} TEXAS
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5 Security on Tl IEEE 802.15.4 Compliant RF Devices

The IEEE 802.15.4 compliant radios from Texas Instruments are all equipped with an AES-
128 security hardware engine. Protocol and application developers may use this to
implement secure links in a wireless network without having to implement all the security
operations in software. The RF chips interface to the protocol software on varying levels;

e The CC2520 implements CCM* directly through the ‘CCM’ and ‘UCCM’ instructions.

e The CC2420 implements CCM but requires a CCM* software add-on using CTR-
mode for MIC=0. Counter increments must be done by the MCU.

e The CC2430 and CC2530 RF System-On-Chip includes a powerful AES coprocessor
which is accessed over an internal serial interface; either through byte-transfer or
DMA. The CC2430 and the CC2530 does not support CCM or CCM* directly. CCM
security operations must be implemented in software by combining the CTR and
CBC_MAC operations.

ECB CTR CBC-MAC CCM CCM*
CC2420 HW HW HW HW HW+SW
CC2430 HW HW HW HW+SW HW+SW
CC2520 HW HW HW HW HW
CC2530 HW HW HW HW+SW HW+SW

Table 3. Security Mode Implementations on Tl IEEE 802.15.4 Compliant Radios

5.1 CC2520

The CC2520 has comprehensive support for security operations. In addition to the modes
listed in Table 3; it has on-chip support for block XOR operations, counter incrementing and
key/nonce reversal. The CC2520 provides full flexibility on chip memory usage. Keys,
initialisation vectors and buffers may be located anywhere in memory.

The CC2520 has direct support for CCM* through the CCM and UCCM instructions. In
addition the INC instruction makes it possible to increment counters on-chip, avoiding time
and power-consuming SPI-transfers. CCM operations can take place anywhere in memory,
the RXBUFMOV and TXBUFCP instructions moves data quickly to/from the FIFOs, leaving
the CC2520 free to continue data reception and transmission while security operations take
place in parallel. Please refer to [4] for a detailed description of the CC2520.

1§ TEXAS
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Security operation Instructions Description

ECB ECB,ECBO Electronic Code Book,
encryption of 16 byte bocks

Counter mode CTR,UCTR Counter mode

CBC-MAC mode CBCMAC,UCBCMAC CBC-MAC authentication

CCM CCM,UCCM Counter-counter mode

CCM* CCM,UuCCM

Counter increment INC On-chip counter increment

Block reversal MEMCPR On-chip block reversal

Table 4. CC2520 Security Operations

5.1.1 Transmission with CCM*
The following steps must be performed once when the link is initialized:

e Generate the key and TX nonce

e Load and reverse the TX nonce/sequence counter (or reverse in software before
loading)

e Load and reverse the key (or reverse in software before loading)

The following steps must be performed at each frame transmission:

e Load the frame in the CC2520 RAM with the MEMWR instructions

e Perform the CCM operation on the address the frame was loaded to + 1 (excluding
the length byte)

¢ Move the frame to the TX FIFO with the TXBUFCP instruction

e Start transmission

e Increment the counter in the TX nonce

5.1.2 Reception with CCM*
The following steps must be performed once when the link is initialized:

e Generate the key and RX nonce
e Load and reverse the RX nonce (or reverse in software before loading)
e Load and reverse the key (or reverse in software before loading)

The following steps must be performed at each frame reception:

Wait for the complete frame received

Copy the frame from the RX FIFO to a work buffer

Copy frame counter value from received frame into RX nonce

Copy source address to nonce

Perform the UCCM operation on the address the frame was loaded to + 1 (excluding
the length byte)

o Verify the authentication status in the DPUSTAT register

1§ TEXAS
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5.1.3 CCM Instruction

The CCM instruction has the following signature

CCM(uint8 p, uint8 k, uint8 ¢, uint8 n, uintl6 a, uintl6 e, uint8 f, uint8 m);
Arguments:

p — priority (O or 1)
k — key address / 16
¢ — number of bytes to authenticate and encrypt, typically the frame payload
n —nonce address / 16
a — frame buffer, the whole frame except the length field
e — set to O for inline authentication/encryption
f — number of bytes to authenticate, typically the whole frame
m — Message Integrity Code length decoded as follows:
o 0:0 byte MIC
o 1:4 byte MIC (security suites MIC-32 and ENC-MIC-32)
o 2:8bhyte MIC (security suites MIC-64 and ENC-MIC-64)
o 4:16 byte MIC (security suites MIC-128 and ENC-MIC-128)

The payload is encrypted inline and the MIC appended to the frame. Care must be taken to add
the MIC length to the frame length before transmission starts.

Figure 13. CC2520 CCM Instruction

5.1.4 UCCM Instruction

The UCCM instruction has the following signature

UCCM(uint8 p, uint8 k, uint8 c, uint8 n, uintl6 a, uintl6 e, uint8 f, uint8 m);
Arguments:

p — priority (O or 1)
k — key address / 16
¢ — number of bytes to authenticate and decrypt, typically the frame payload
n — nonce address / 16
a — frame buffer, the whole frame except the length field
e — set to O for inline authentication/encryption
f — number of bytes to authenticate, typically the whole frame
m — Message Integrity Code length decoded as follows:
o 0:0 byte MIC
o 1:4 byte MIC (security suites MIC-32 and ENC-MIC-32)
o 2:8byte MIC (security suites MIC-64 and ENC-MIC-64)
o 4:16 byte MIC (security suites MIC-128 and ENC-MIC-128)

The MIC code at the end of the frame buffer will be compared to the MIC generated by the
authentication of the incoming frame. The result is available in the DPUSTAT registers, bits
AUTHSH and AUTSHL for high and low priority instructions respectively.

Figure 14. CC2520 UCCM Instruction

1§ TEXAS
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5.1.5 INC Instruction

The INC instruction is tailor-made for incrementing Little-Endian counters on-chip. It can
increment integers of 8, 16 and 32 bits.

INC(uint8 p, uint8 k, uint8 c, uint8 n, uintl6 a, uintl6 e, uint8 f, uint8 m);
Arguments:
p — priority (O or 1)

e C -counter size (0=8 bits, 1=16 bits, 2= 32 bits)
e a - address of least significant byte

Figure 15. INC Instruction

5.2 CC2430 and CC2530

The CC2430 and CC2530 are both a System-On-Chip with an integrated AES co-processor.
The security engine is accessed via a fast internal serial interface using either DMA or byte
transfer. It requires blocks to be loaded and read out between each operation. CCM is not
directly supported, i.e. it has to be implemented in software.

The AES co-processor has the following features:

e ECB, CBC, CFB, OFB, CTR, and CBC- MAC modes
e 128-bits key and IV/INONCE
o DMA transfer trigger capability

The AES co-processor can be accessed either via DMA or by direct byte operations. Design
note DN108 [10] gives details on how to use the AES coprocessor both with and without
DMA. The software example accompanying this document uses direct byte operations.

The following register makes up the interface to the AES co-processor:

e ENCCS - encryption control and status register
e ENCDI - encryption input data
e ENCDO - encryption output data

Please refer to the corresponding datasheets [3] and [5] for a detailed description of the
CC2430 and the CC2530.

NB! The software accompanying this application node implements CCM and CCM* security for the CC2430 and the
CC2530

5.3 CC2420

The CC2420 implements the same functionality as the CC2520 (apart from CCM?*), but has
fixed locations for keys, initialisation vectors and buffers. The programming model is thus

1§ TEXAS
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more restrictive as it requires more swapping of data between the MCU and the radio
(increased SPI traffic) to implement corresponding functionality.

Security operations are prepared by loading the data into RAM and writing configuration
registers. The SAES, STXENC and SRXDEC are used to execute the security operations.
The status of the encryption can be monitored by the ENC_BUSY bit of the SPI status byte.

Security operations are performed in the FIFOs on a frame-by-frame basis. Therefore it is
important to ensure that no data arrives in the RXFIFO when inline security operations take
place. This protection is provided by setting a bit in the ENCCS.

Please refer to [2] for a detailed description of the CC2420.

1§ TEXAS
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6 Secure Link Software Example

The software example used in this application note is deliberately chosen to be as simple as
possible. It implements a toggle-switch where the switch node sends a 1-byte payload
(always 0x00) to the light node.

The application and RF protocol layer is common to all supported MCU and RF platforms.

6.1 BasicRF Protocol Description

The BasicRF protocol is a subset of IEEE 802.15.4, using MAC Data Frames and ACK
Frames only. The protocol implements point-to-point links and there is no beaconing or
dynamic network formation involved. The protocol employs a fixed PAN ID and short address.
The Security Level is hard-coded to 6, which gives ENC-MIC-64 according to the IEEE
802.15.4-2006 standard. BasicRF is used in several proprietary link examples for the
CC2520DK [6]. It is also used to in ANO33 [9]; which describes a CC2420 point-2-point link
application which is quite similar to the light switch example used here.

6.2 Software architecture

The software example runs on all RF devices covered by this document and extends the
CC2520DK Light Switch example with security features. The firmware is the same for both
the switch and light application, the role is chosen by operating buttons and joysticks on the
target board.

Application

Basic RF

Hardware Abstraction Layer

Figure 16 - Software Architecture

6.3 Target Platforms

The example software executes on multiple MCU target platform/radio chipset combinations.
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Platform CC2520EM CC2430EM CC2530EM CC2420EM
SMARTRFO5/CCMSP261 | YES - - YES

8

SMARTRFO5EB - YES YES -
SMARTRFO4EB - YES YES -
MSPEXPFG4618 - - - YES

Table 5 - Target Platform/Radio Combinations

6.4 Software Installation

The source code is delivered in a single archive, swra209.zip. When unpacked, the files are
placed in the sub-folder ‘Light_Switch’ as shown in Figure 17.

4
N Light_switch.ewd
=) [ Light_Switch - EWD File
= & 1E 7KE
= [ Light_Switch
= ) exp_msp4618_cc2420
) Iar
= () srfd4_co2430
+ ) Iar
=l | srf04_cc2530
+ ) Iar
= () srf0S_co2430
+ ) Iar
=l | srf05_cc2530
+ ) Iar
= ) srf0S_comsp2ald_co24z20
I Tar
=l ) srfOS_cocmsp2618_cc2520
I Tar
= ) source
+ I apps
= ) Components
|2) assembly
|2 basicrf
+ ) common
= ) radios
| co2420
| co243n
| cc2sz0
|[[Z) cc2530
+ () targets
|20 utils v

Figure 17. Code Overview

Ikl
il
o

LN Light_Switch.ewp
E'W'P File
27 KB

It §
il
o

Light_Switch, e
IAR IDE Workspace
1 KB

3

Light_Switch, hex
HE, File
14 KB

It lb
Ik lb
Ik

Project files are stored in the IDE sub-folder, which has one sub-folder for each target. Under
each target folder there is a folder ‘lar which contains the workspace file, project file,
debugger file and the executable (HEX-file). The source code is best browsed using IAR.
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6.5 Software Build

The code is prepared for three MCU architectures: CC2430 (8051), CC2530 (8051) and
MSP430FGx618. IAR is the tool used to build executables. The MSP430 target code is
compiled using IAR Embedded Workbench, compiler version 4.10A. The CC2430 and
CC2530 target code is compiled using IAR Embedded Workbench, compiler version 7.51A.

NB! The code is too large to be used with IAR Kick-Start versions.

/2 1AR Embedded Workbench IDE

Eile Edit Yiew Project Debug ChipconEmulator  Tools  Window Help

=B x]f

DA S =@ o EEAS SRR AR ]
S8 2xs285 8
S ‘hal_\cd.c | util_led.c | utilb | uti_ed.hb | hal_button.c | hal_joystick.c 2I535SE *
51f04_cc2430 data ,j Gato | =l
-
Files | appitate - file scope wariable. Holds application sta 001EDF FO :I
= = bufPut (&rbReBuf
[E Light_Switch - srf04_cc2430 [~ | [ BN g 001EED 79 01
return none
S g o icE
| [ light_switch.c void nain(void} 001BEG 74 7A
-2 @3 BasicRF { 001BES 7B F3
m@HAL wints applode = NONE: lUUlBEA 12 1D 77
DU""“ES ) ) DD1BED 74 01
= (3 Output /7 Config basicRF DO1BEF 12 02 28
L basicREConfig.panld = PAN_ID; O01BF2 7F 01
basicREConfig.channel = RF_CHANNEL; 001BF4 02 03 5D
basicRfConfig.ackRequest = TRUE; malnb531CRfCan1 =
#ifdef SECURITY_CCH D01BF? 90 F2 C1
basicRfConfig.securityRey = key; 001BFA 74 07
#endif 001BFC FO
O001BFD A3
A4 Initalise board peripherals J gg%gg% ;é 20
halBoardInici): basicRfConfig.c
halJoyatickInit(): ooicol 74 19
0o0ico3 90 F3 C3
0o0icoe FO
{'f Initalise hal _rf basicRiConfig. a
if(halRfInit()==FAILED] [ 001Co7 74 01
HAL_ASSERT (FALZE) ; 001co9 30 F3 C4
1 ooicoc Fo
bosicRiConfig.s
- Nnnicnm an w73 CC
Light_Switch Il [4] | _>|_| | _’l_l
x Log ‘
Tue Jun 03 17:33:47 2008: Mo verification errors found during download
Tue Jun 03 17:33:48 2008: Download complete.
Tue Jun 03 17:33:45 2008: Loaded debugee: CA\_SAT_SW\projects\basicr_app_exirunkh|DE \Light_switchisrfl4_ccZ 4300 anLight_Switch hex
Tue Jun 03 17:33:48 2008: Target reset
.'-' Debug Log | Build £
Ready [ L 205, Col 34

Figure 18. IAR EW after downloading to Target

Project->Rebuild All builds the complete image; F7 builds the project (changes only). Then
type CTRL-D to download the image to the target. A screen similar to the one shown in
Figure 18 should appear. Before this you may get a pop-up about a ‘Stack Warning’ which
can be ignored by clicking on the ‘OK’ button.

The IAR projects do not by default come with debug information. Unless you need to debug
the program you may carry on by pressing the reset button on the target system. You may
alternatively start executing by hitting F5 (or ‘Debug>Go’ in IAR). If source level debugging is
required, please set the Linker>Output option to generate debug information for C-Spy. See
Figure 19.
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Dptions for node "Light_Switch™ |
Category: Factory Settings |
General Options

CJC++ Compiler Output | Extra Output I Hdefine I Diagnostics I List | Corfig I F'roc:eLI_’I
F\ssembler_ ~ Dutput fle
Custorm Build -
; - Secondary output file:
Build Actions
Inght_S witch, hex [Mone for the zelected format]
Debugger — Format
Th|.rd—Party Driwer ' Debug information for C-SPY
Chl.pCDI'l W with muntime control modules
Infinean ) W with |0 emulation modules
ROM—Monltq ™ Buftered terminal output
Analog Devices [~ dllow C-SP-specific extra output file
Silabs " Other
Sirmulatar = Dbt farmnat: Iintel-extended j
Farmat variatt: INone j
Module-local symbols: IIncIude all j
Ok I Cancel |
Figure 19. IAR linker with C-Spy output
6.6 Software Execution

Running the example requires 2 of the RF nodes listed in Table 5 programmed with the
supplied software.

The example implements a wireless light switch application. One of the nodes is configured
as a light controller, while the other node is configured as a light switch.

Run the example as follows:

e Reset boards.

e Press S1 button to enter the application menu.

e Choose operation. The menu is navigated by pressing the joystick right or left. Select
device mode ‘Switch’ on one of the nodes, and ‘Light’ on the other node.

e Press S1 button to confirm the choice.

The light switch application example is now ready. LED D2 on the ‘Light’ node can now be
toggled by pressing the joystick on the ‘Switch’ node.

The data sent out from the switch device can be observed with a Tl Packet Sniffer. The
example uses IEEE 802.15.4 channel 25 (2475 MHz).

Note! The Experimenters Board (EXP4618) does not have a joystick or an advanced LCD. The item ‘Switch’ will
appear as ‘L S’ and ‘Light’ as ‘Light’. The S2 button is used to navigate through the menu. The function of the S1
button is identical to the other platforms. On power-up the display will only show the text ‘CC2420’. When the device
mode has been confirmed the symbols Tx and Rx respectively will appear.

Note! On the SmartRFO5EB board, the jumper on P1 pins 17-19 must be removed.
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7 CC2420 SmartRF Studio Example

This example shows how to use SmartRF Studio [8] to perform a simple
encryption/decryption in CTR, CBCMAC and CCM mode. The examples assume that a
sender node has been prepared to send the frames described in this section. This may be
done with SmartRF Studio on any CC2420, CC2430 or CC2530 card.

It is important the keys and nonces are loaded litlle endian before security operations are
executed.

09 31 31 31 31 31 31 31 31 00 00 00 01 05 00 01 (Big Endian)
01 00 05 01 00 00 00 31 31 31 31 31 31 31 31 09 (Little Endian)

Figure 20. Nonce

2B 7E 15 16 28 AE D2 A6 AB F7 15 88 09 CF 4F 3C (Big Endian)
3C 4F CF 09 88 15 F7 AB A6 D2 AE 28 16 15 7E 2B (Little Endian)

Figure 21. Key

21 49 88 00 22 00 02 00 01 00 05 01 00 00 00 30 30 31 32 33 34 35 36 37 38 39 3A 3B
3C 3D 3E 3F

Figure 22. Unsecured Frame
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CC2420 - SmartR! i —10] x|
File Settings Help
0S&®
Currert chip values: m W I Eo—— W Wi | e |
- MOMCTRLO [UH11] W07 2 ;I ormal Yiew eqizter View oles
MDMCTRLT [0:12]: <0500 wWiite T FIFD | Lenath: 1 Read A FIFO
RSSI [0413]: 0xE0BD
SYMOWORD [0 4] DutFOF 4388002200020001 000501 0000003030313233 = 000000000000 00000000000000000000000000 - |
TXCTRL [015]: OxATFF 3435 3637 30 39 3a 3b 3¢ 3d Je 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

(0 0000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

RACTRLD [DA1E] 01285 (00 0000 0000 00 00 00 00 00 00 00 00 00 00 00 00 00 00

RRETRLT [0:17] 02856 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
FSCTAL [0x18]: Dx4165 00 0 06 00 00 00 00 00 00 00 0 00 60 60 00 00 40 06 00
SECCTRLO [0x19] 00306 (000000 0000 00 00 00 00 00 00 00 00 69

SECCTRLY [0%1A} DA0EDE =l =l

BATTMON [Cw1B]: 020040
I0CFGO [Ox1C] 00040
I0CFGT [Ox1D]: Ox0000

MOTE: Activate S¥OSCOM to enable Memary View

MANFIDL [Ox1E]: 0x2330 Wit AAM | Read RAM

MANFIDH [01F] (2000 0=000 21 49 88 00 22 00 02 00 01 00 05 01 00 00 00 30 TEFIFO (first)
FSMTC [0:20] 07434 0010 30 31 32 33 34 35 36 37 38 39 34 3B 3C 3D 3E 3F

MANAND [0+21]: DsFFFF 0x020 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 0O 00

MANOR, {22} 050000 0=030 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00

O=xz040 00 00 00 00 00 00 00 00 00 00 00 00 OO0 o0 o0 oo

AGCCTAL [0:23] D407F3 0x050 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

ABCTSTO [Dx24] 0x3643 0=060 00 00 00 00 0O 00 00 00 00 00 00 00 OO0 00 0O 00
AGCTSTY [0x25] (40054 0=070 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 E9 THEFIFO (last)
AGCTST2 [0426] N 28 0x0%0 00 O0 00 00 00 00 00 00 00 00 00 00 O0 00 00 00 REFIFD (first)

— Ox090 00 00 Q0 OO OO OO OO OO OO OO 0O OO OO OO0 0O 00

FSTSTO[D:27]: 0+0210 0x0A0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00

FSTSTT [O:28]: 05002 0=0B0 00 00 00 00 00 00 00 00 00 00 00 0D OO 00 00 00
FSTST2 [0x29] 040620 0=0C0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O
FSTSTA [0x2A} 048200 0x0D0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O
0=0E0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
£ RABPFTST (025} 0:0000 =l| |ofoFo oo oo 00 00 00 00 DO 0D 00 0O 0D 00 D0 DO 0D §5 RXEIFO (last)
—— 0100 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 KEYD
(1IBLE  AFO o=110 [[1 00 05 01 00 00 00 31 31 31 31 31 31 31 31 09 RENONCE
0x120 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 SABUF
I~ Dffset RSSE MV [~ FIFOP 0x130 3C 4F CF 09 B8 15 F? AB &6 D2 AE 28 16 15 7E 2B KEYL
I cos ] TS 0x140 01 00 05 01 00 00 00 31 31 31 31 31 31 31 31 09 THENONCE
0x150 ED 2F 1F 05 DS Ca 8C 63 07 1B &C F9 04 FF 40 91 CBCSTATE
PPy p—————— ]| |o=1€0 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 IEEEADDR:PAN:SHORT
swoscoM | stcaL | smwow | steow | sTxonccs | smrore | swoscore |
SFLUSHR: | SFLUSHTH | sack | sackPenp | sRwpEc | sTwENC | saEs |
Device ID: 0000 |Last executed command: Write SECCTRLD {0x19) = 0x3C6 Date: 26.07.2007, Time: 13:09:37 4

Figure 23. CC2420 RAM after loading of Key and Nonce
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7.1 CTR mode

214988 0022 00 02 00 01 00 0501 00 00 00 94 76 EO 16 74 A9 30 78 59 81 DA BA 7C A9 75
65 BE

Figure 24. Secured Frame.

The secured frame must be generated by a sender, using SmartRF Studio or proprietary
firmware.

Run the example as follows:

e Set the security control registers as follows:

SECCTRLO: 0x03C6 (CTR mode, key 1)

SECCTRL 1: OXOEOE (14 bytes encrypted)

Load the key into KEY into RAM at address 0x130 (KEY1).

Load the RX nonce into RAM at address 0x100 (RXNONCE)

Strobe RXON

Send the frame from the other radio (assuming the frame has already been prepared
with SmartRF Studio)

e Strobe SRXDEC

{Z: Chipcon General Packet Sniffer CC2430 IEEE 802.15.4 MAC and ZigBee v1.1 o Dlﬂ
Fil= Help
D@Elll‘_“ll’ n G}|=A\~’;H IZigBeev1.1 j
P.nbr. § Time (us}) Length Frame control field Sequence Dest. Dest. Source Encrypted MAC payload Lot fecs
1 +0 Type Sec Pnd Ack.reg PAN compr | number PAH Address § Address 05 01 00 00 00 94 76 EO0 16 74 49
=0 33 DATA L 0 0 1 0x00 0x0022 § 0x0002 § Ox0001 §30 76 59 61 DA BA 7C AS 75 65 BE J 124 § OE

Setup I Select fields  Packst details | Addrecs bookl Display f\lterl Time \inel

Facket index: 1 -
Length: 33 _I
Faw data [hex]: 49 88 00 22 0002 00 07 00 05 01 00 0000 84 76 E0 16 74 49 30 78 59 81 DA BA 7C A9 7R EG BE

R55] [dBm]: 55

Comelation value: 106

CRCOK: 1|

Packet count: 1 Etror count: 0 |Fi\tar QFf v

Figure 25. Secured frame captured over the air
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CC2420 - SmartR! i —10] x|
File Settings Help

Dol e®

Currert chip values:

Momal V\ewl Regicter View Memor View |Notes |

MOMCTRLO [D11] 0x02E2 Al

MDMCTRLT [0:12]: <0500 wWiite T FIFD | Lenath: 1 Read A FIFO

RSI [0x13]: LE080

SYNCWORD [014]; 0xA70F 4388002200 0200 01 000501 000000303031 3233 4] 000000 000000 00 0000000000 00 000000000000« |
TXCTRL [Dx15}: DxbOFF 34 35 36 37 30 39 3 3b 3o 3d Je 3 {00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

(0 0000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

RACTRLD [DA1E] 01285 (00 0000 0000 00 00 00 00 00 00 00 00 00 00 00 00 00 00

RRETRLT [0:17] 02856 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
FSCTAL [0x18]: Dx4165 00 0 06 00 00 00 00 00 00 00 0 00 60 60 00 00 40 06 00
SECCTRLO [0x19] 00306 (000000 0000 00 00 00 00 00 00 00 00 69

SECCTRLY [0%1A} DA0EDE =l =l

BATTMON [Cw1B]: 020040
I0CFGO [Ox1C] 00040
I0CFGT [Ox1D]: Ox0000

MOTE: Activate S¥OSCOM to enable Memary View

MANFIDL [Ox1E]: 0x2330 Wite FAM

MANFIDH [01F] (2000 0=000 21 49 88 00 22 00 02 00 01 00 05 01 00 00 00 94 TEFIFO (first)
FSMTC [0:20] 07434 0010 76 EO 16 74 A3 30 78 59 B1 Di Ba 7C &9 75 65 EE

MANAND [0+21]: DsFFFF 0x020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

MANOR, {22} 050000 0=030 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00

O=xz040 00 00 00 00 00 00 00 00 00 00 00 00 OO0 o0 o0 oo

AGCCTAL [0:23] D407F3 0x050 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

ABCTSTO [Dx24] 0x3643 0=060 00 00 00 00 0O 00 00 00 00 00 00 00 OO0 00 0O 00
AGCTSTY [0x25] (40054 0=070 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 E9 THEFIFO (last)
AGCTST2 [0426] N 28 0x080 21 49 88 00 22 00 02 00 01 00 05 01 00 00 00 34 REFIFD (first)

— 0x090 76 E0O 16 74 A5 30 78 59 B1 DA BA 7C A9 75 65 EE

FSTSTO[D:27]: 0+0210 0x0A0 08 EC 00 00 00 00 00 00 00 00 00 00 00 00 00 00

FSTSTT [0s28]: D002 0=0BO0 00 00 00 00 OO OO0 00 00 00 00 OO 00 00 00 00 00
FSTST2 [0x23]: 0x0520 0=0C0 00 00 00 00 00 00 00 00 00 00 00 00 OO0 00 00 00
FaTSTa [y ezbD DXDED DD DD 0D DD D0 DO 00 03 30 07 05 00 00 00 00 00
=
- RREFFTST 025} 00000 =l lo%oFa 00 oo g0 00 0o Do 00 00 DO GO 00 0O DO 00 00 22 EXFIFO (last)
FSM stale: 0=100 [0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 KEYD
(1)IDLE ¥ FIFO 0=110 01 00 05 01 00 00 00 31 31 31 31 31 31 31 31 09 EXNONCE
0x120 00 00 00 00 00 00 00 00 OO0 00 00 00 OO 00 00 00 SAEUF
[~ Offset RSSE MV v FIFOP 0x130 3C 4F CF 09 88 15 F7 AB A6 D2 AE 28 16 15 7E 2B KEYL
] ] 0=140 01 00 05 01 00 00 00 31 31 31 31 31 31 31 31 09 TEHOHCE
0x150 ED 2F 1F 05 DS Ci 8C 63 07 1B 6C F9 04 FF 40 91 CECSTATE

;I OxleO 00 OO0 OO0 OO OO OO OO OO OO OO 0O OO OO OO 0O OO0 IEEEADDR:PAN:SHORT

swoscoM | stcaL | smwow | steow | sTxonccs | smrore | swoscore |
SFLUSHR: | SFLUSHTH | sack | sackPenp | sRwpEc | sTwENC | saEs |
Device ID: 0000 |Last executed command: Write SECCTRLD {0x19) = 0x3C6 Date: 26.07.2007, Time: 13:42:30 4

Figure 26. Secured Frame received in RXFIFO

The raw frame has now been received and is stored in the CC2420 RXFIFO. The only remaining
operation isto execute the ‘' SRXDEC’ command.
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- CC2420 - SmartRF® Studio =10l x|

File Settings Help

Dol e®
Currert chip values:
MDMCTRLO [0x11]: 0<02E2

MDMCTRLT [0:12]: <0500 wWiite T FIFD | Lenath: 1 Read A FIFO

RES! 013} (4E080
4993002200 020001 000501 000000303031 3233 4] 214998 002200020001 000501 000000 EBE326F0 =]
3435363738 39 3a 36 3c 3d 3e F EC 34 5F 3354 DB 92 2C 02 41 C8 DB 62 08 EC 00 00 00
0000 00 00 00 00 00 06 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00
0000 00 00 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00
0000 00 60 00 00 60 06 00 00 00 00 00 60 00 00 00 00 00
SECCTRLO (019, 00306 00 00 00 00 00 00 00 00 00 00 00 00 00 00 22

SECCTRLT [0x1a} OHIEOE =l =l
MOTE: Activate S¥OSCOM to enable Memary View

;I Momal V\ewl Regicter View Memor View |Notes |

it AR Fiead RAM

0=000 21 49 88 00 22 00 02 00 01 00 05 0L 00 00 00 30 THEFIFO (first)
0=010 30 31 32 33 34 35 36 37 38 39 34 3B 3C 3D 3E 3F
0020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 OO
0=030 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0=040 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0050 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 OO
0=060 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
GCTST [0+25]: 0x0854 0x070 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 E9 THFIFD (last)
GLTSTD [0x26] D126, 0080 21 49 88 00 22 00 02 00 01 00 05 01 00 00 00 30 REFIFO (first)
FETSTD 0527} 050270 — 0=090 30 31 32 33 34 35 36 37 38 39 34 3B 3C 3D 3E 3F
- 0x040 05 EC 0B 4C BS Co 84 9D B3 94 AC 9D CC 21 00 00
STSTT [x28] 05002 0=0BO0 00 00 00 00 00 OO0 00 00 00 00 00 OO0 00 00 00 00
STST2 [0x29): 0x0620 0=0C0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
STST3[0x26] 028200 0=0D0 00 00 00 00 Of OO0 00 00 0O OO0 00 00 OO OO OO0 00

' 0=0E0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
RRBPFTST [0:26, 0:0000 =l| |ofoFo oo oo 00 0o 00 D0 DO 0D 00 DO 0T 00 DO DO 00 22 RXEIFO (last)
—— 0=100 3C 4F CF 09 B8 15 F? AB &6 D2 AE 28 16 15 7E 2B KEYD
(1IBLE  AFO 0x110 01 00 05 01 00 00 00 31 31 31 31 31 31 31 31 09 RENONCE
0x120 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 SABUF
I~ Dffset RSSE MV [~ FIFOP 0x130 3C 4F CF 09 B8 15 F? AB &6 D2 AE 28 16 15 7E 2B KEYL
I cos ] TS 0x140 01 00 05 01 00 00 00 31 31 31 31 31 31 31 31 09 THENONCE
0x150 ED 2F 1F 05 DS Ca 8C 63 07 1B &C F9 04 FF 40 91 CBCSTATE
]| |o=1€0 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 IEEEADDR:PAN:SHORT
swoscoM | stcaL | smwow | steow | sTxonccs | smrore | swoscore |
SFLUSHR: | SFLUSHTH | sack | sackPenp | sRwpEc | sTwENC | saEs |
Device ID: 0000 |Last executed command: Write SECCTRLD {0x19) = 0x3C6 Date: 26.07.2007, Time: 13:51:59 4

Figure 27. Frame decrypted with SRXDEC

The frame has now been decrypted and the payload can be observed in 0x90 to Ox9F.

7.2 CBC-MAC mode

2549 88 0022 00 02 00 01 00 05 01 00 00 00 30 30 31 32 33 34 35 36 37 38 39 3A 3B 3C 3D 3E
3FC743 23 EA

Figure 28. Secured Frame

The secured frame must be generated by a sender, using SmartRF Studio or proprietary
firmware.

Run the example as follows:

e Set the security control registers as follows:

SECCTRLO: 0x03C5 (CBC-MAC mode, key 1)

SECCTRL 1: 0x0000 (encrypt 14 bytes)

Load the key into KEY into RAM at address 0x130 (KEY1).

Load the RX nonce into RAM at address 0x100 (RXNONCE)

Strobe RXON

Send the frame from the other radio (assuming the frame has already been prepared
with SmartRF Studio)

e Strobe SRXDEC
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e The last byte of the MIC has been replaced with ‘00’, the authentication has been
successful

Chipcon General Packet Sniffer CC2430 IEEE 802.15.4 MAC and ZigBee ¥1.1 - | Ellll
File Help
Oada)r nlgy 38 [zigheevi ]
P.nbr. § Time (us) Length Frame control field Sequence | Dest. Dest. Source Encrypted MAC payload Lal
1 +0 Type Sec Pnd Ack.req PAN compr | number PAN Address J Address §05 01 00 00 00 30 30 31 32 33 34 35 36
=0 37 foaTa 1 0 0 1 0x00  Joxoozz | oxoo0z | oxoo0l |37 38 39 34 3B 3C 3D 3E 3F C7 43 23 E4 fLloo
2l | i
Setup | Select fields  Packet details | Address book | Display filker | Time: ling: |
Packet index: 1 ﬂ
Length: 37
Flaw data [hex]: 4988 00 22 00 02 00 01 00 0501 000000 30 30 31 32 3334 35 36 37 3839 34 3B 3C 3D 3E 3F C7 43 23EA
RSS! [dBm]: 61
Conelation value: 108
CRCOK: 1|
L]
Packet count: 1 Errar count: O |Fi\ter OFf v
Figure 29. Secured Frame captured over the Air
- CC2420 - SmartRF® Studio i [ 3
File Settings Help
Dalde®
Current chip walues: m T I E— Memory View I m |
o MDMCTRLD [0s11] De02E2 ;I omal View | Register Yiew Y otes
- MDMCTRLY [0412] 0-0500 wite T FIFO | Length: 5 Fead F FIFD |
- RSSI [0%13] MWENRN
- SYMCWORD [0x14]: Dx&FOF 4983002200020001 000501 0000003030 313233 & 00,00 00 00 00 00 000000 000000000000 00000000 - |
(- THCTRL [0415]; Gxb0FF 34 35 35 37 38 39 3a 3b 3¢ 3d 3 3 00 00 00 00 00100 (10 00 00 00 00 00 00 00 00 00 00 00 00 00 0000 00
: ) 00100 (10 00 00 00 00 00 00 00 00 00 00 00 00 00 0000 00
RACTRLO [0:16] 01 2E5 {00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
RCTRLY [0:17): (x2456 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
- FSCTRAL [0+18]; Dx4165 00100 (10 00 00 00 00 00 00 00 00 00 00 00 00 00 0000 00
- SECCTRLO [019]: 0+03C5 0000 00 00 00 00 0000 00 0000 00 00 22
- SECCTRLY [Ox1AL 0:0000 =l =l
-BATTMON [0x1B]: 00040 ) )
. IDCFGO [0¢1C] 00040 NOTE: Activate S0SCOM to enable Memory View
AI0CFGT [Mw1 0 0000
- MANFIDL [0x1E}: 042330 \wite RAM
+1- MANFIDH [041F): 02000 Ow000 TIFIFD (first)
FEMTC [020]: 0x704 0=010
MAMAMD [0:21]: OxFFFF 0=020
- MAMOR [0x22}; 0x0000 D030
0040
- ABCCTRL [0x23]: 0x07F3 0050
- AGCTSTO [(s24]: (w3643 0060
- ABCTSTT [(425]: Dw0E54 0=070 TEFIFQ (last)
- AGCTST2 [0426]: Ol 24, 0=080 REFIFO (first)
FSTSTD [0:27]: 00210 = giggg
-FSTSTY [0:28]: 0x5002 0=0E0
-FSTET2 [0:29]: 0x0620 0x=0C0
FETET3 [(s24]: 0xE200 gxggg
: . = b4
FHEPFTST [042B]: 00000 =l T FEFIFO (last)
) 0100 KEYD
RS =0 0=110 FXNONCE
0120 SABUF
Last byte of 0 a = KEY1
Nx1410 TEHONCE
MIC LS 0=150 CBCSTATE
=] D160 TEEEADDR : PAN : SHORT
Sx0SCON STROAL SRsOM STxOM STHOMCTA SRFOFF SDSCOFF
SFLUSHR SFLUSHT: SALCK, SACKPEND SR=DEC STHENC SAES
-]
Device ID: 0000 |Last executed command: Write SECCTRLL {Dx14) = 0x00 Date: 26,07.2007, Time: 14:04:52 v

Figure 30. CC2420 RAM after SRXDEC
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7.3 CCM mode

254988 00 22 00 02 00 01 00 05 01 00 00 00 94 76 EO 16 74 A9 30 78 59 81 DA BA 7C A9 75
65 BE 26 25 B4 A3

Figure 31. Secured Frame

The secured frame must be generated by a sender, using SmartRF Studio or proprietary
firmware.

Run the example as follows:

e Set the security control registers as follows:

SECCTRLO: 0x03C7 (CCM mode, key 1)

SECCTRL 1: OXOEOE (encrypt 14 bytes)

Load the key into KEY into RAM at address 0x130 (KEY1).

Load the RX nonce into RAM at address 0x100 (RXNONCE)

Strobe RXON

Send the frame from the other radio (assuming the frame has already been prepared
with SmartRF Studio)

Strobe SRXDEC

e The last byte of the MIC has been replaced with ‘00’, the authentication has been

successful
. Chipcon General Packet Sniffer CC2430 IEEE 802.15.4 MAC and ZigBee ¥1.1 - Dlﬂ
Filz Help
O ooy wigy 3% [zgsee vi -
P.nbr. | Time {us) Length Frame control field Sequence | Dest. Dest. Source Encrypted MAC payload Lol
1 +0 Type Sec Pnd Ack.reqg PAN compr | number PAH Address J Address §05 01 00 00 00 94 76 E0 16 74 49 30 78
=0 37 DATA L 0 0 1 0x00 0x0022 § 0x0002 § Ox0001 §59 81 D& BA JC AD 75 65 BE 26 25 B4 A3 § 96
4| | i
Setup I Select fields  Packet details | Address bookl Display f\lterl Time: \inel
Facket index: 1 :I
Length: 37
Fav data (hex: 43 88 00 22 0002 00 01 00 05 01 00 0000 94 76 E0 16 74 A3 30 78 53 81 DA BA 7C AT FSES BE 26 25 B4 A3
F550 [dBm]: -62
Correlation value: 107
CRCOK: 1
7|
|Packet count: 1 Error count: 0 |Fi\tar Off A

Figure 32. CCM Frame over the Air

1§ TEXAS
INSTRUMENTS SWRA209A Page 27 of 30



Application Note ANO60

CC2420 - SmartR! i —10] x|
File Settings Help

Dol e®

Currert chip values:

Momal V\ewl Regicter View Memor View |Notes |

MOMCTRLO [D11] 0x02E2 Al

MDMCTRLT [0:12]: <0500 wWiite T FIFD | Lenath: 5 Read A FIFO

RSI [0x13]: LE080

SYNCWORD [014]; 0xA70F 4388002200 0200 01 000501 000000303031 3233 4] 000000 000000 00 0000000000 00 000000000000« |
TXCTRL [Dx15}: DxbOFF 34 35 36 37 30 39 3a 3b 3c 3d Je 3 00 00 00 00 {00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

(0 0000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

RACTRLD [DA1E] 01285 (00 0000 0000 00 00 00 00 00 00 00 00 00 00 00 00 00 00

RRETRLT [0:17] 02856 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
FSCTAL [0x18]: Dx4165 00 0 06 00 00 00 00 00 00 00 0 00 60 60 00 00 40 06 00
SECCTRLO [0x19] 0x03C7 (000000 0000 00 00 00 00 00 0000 00 22

SECCTRLY [0%1A} DA0EDE =l =l

BATTMON [Cw1B]: 020040
I0CFGO [Ox1C] 00040
I0CFGT [Ox1D]: Ox0000

MOTE: Activate S¥OSCOM to enable Memary View

MANFIDL [Ox1E]: 0x2330 Wite FAM

MANFIDH [01F] (2000 0=000 25 49 88 00 22 00 02 00 01 00 05 01 00 00 00 94 TEFIFO (first)
FSMTC [0:20] 07434 0=010 76 EO 16 74 A3 30 78 59 B1 Di Ba 7C &9 75 65 EE

MANAND [0+21]: DsFFFF 0x020 26 25 B4 43 00 00 00 00 00 00 00 00 00 00 00 OO

MANOR, {22} 050000 0=030 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00

O=xz040 00 00 00 00 00 00 00 00 00 00 00 00 OO0 o0 o0 oo

AGCCTAL [0:23] D407F3 0x050 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

ABCTSTO [Dx24] 0x3643 0=060 00 00 00 00 0O 00 00 00 00 00 00 00 OO0 00 0O 00
AGCTSTY [0x25] (40054 0=070 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 E9 THEFIFO (last)
AGCTST2 [0426] N 28 0x080 25 49 88 00 22 00 02 00 01 00 05 01 00 00 00 30 REFIFD (first)

— 0x090 30 31 32 33 34 35 36 37 38 39 34 3B 3C 3D 2E 3F

FSTSTO[D:27]: 0+0210 0x0A0 26 25 B4 00 06 EC 00 00 00 00 00 00 00 00 00 00

FSTSTT [0s28]: D002 0=0BO0 00 00 00 00 OO OO0 00 00 00 00 OO 00 00 00 00 00
FSTST2 [0x23]: 0x0520 0=0C0 00 00 00 00 00 00 00 00 00 00 00 00 OO0 00 00 00
FaTSTa [y ezbD DXDED 0D D0 00 D0 00 Do 00 M3 20 00 05 00 00 00 00 00
=
- RREFFTST 025} 00000 =l loxora 00 oo co 00 00 Do 00 0D DO GO 0D 00 0O 00 00 22 EXFIFO {last)
FSM stale: 0=100 3C 4F CF 09 88 15 F? AB A6 D2 AE 28 16 15 7E 2B KEYD
(1)IDLE ¥ FIFO 0=110 01 00 05 01 00 00 00 31 31 31 31 31 31 31 31 09 EXNONCE
0x120 00 00 00 00 00 00 00 00 OO0 00 00 00 OO 00 00 00 SAEUF
[~ Offset RSSE MV v FIFOP 0x130 3C 4F CF 09 88 15 F7 AB A6 D2 AE 28 16 15 7E 2B KEYL
] ] 0=140 01 00 05 01 00 00 00 31 31 31 31 31 31 31 31 09 TEHOHCE
0x150 A3 94 C2 S 99 B4 BE 7C 91 CC 25 52 A3 B4 25 26 CECSTATE

;I OxleO 00 OO0 OO0 OO OO OO OO OO OO OO 0O OO OO OO 0O OO0 IEEEADDR:PAN:SHORT

swoscoM | stcaL | smwow | steow | sTxonccs | smrore | swoscore |
SFLUSHR: | SFLUSHTH | sack | sackPenp | sRwpEc | sTwENC | saEs |
Device ID: 0000 |Last executed command: Write SECCTRLL {0x1A) = 0xEOE Date: 26.07.2007, Time: 14:25:31 4

Figure 33. CC2420 RAM after SRXDEC
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