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e
Goals of the talk

» Learn about IEEE 802.15.4/ZigBee
» A snapshot on ifs performance

» Shortcomings and amendments proposed
to the standard protocol stack

» Tools for planning, testing and
demonstrating applications/protocols with
the standard stack
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Related Projects

" CONET Network of Excellence
= hitp://www.cooperating-objects.eu/

" ARTI-Wise Framework

= hitp://artwise.cister-isep.info/
" open-/B project

= hitp://www.open-zb.net/
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Outline

" Part l. Infroduction to IEEE 802.15.4/ZigBee

" Part Il. Performance Evaluation
= Performance Evaluation of the IEEE 802.15 GTS Worst-Case
= Performance Evaluation of CSMA/CA
= Dimensioning of IEEE 802.15/ZigBee Cluster-Tree Networks
" Part lll. Amendments to the standard
= Enhanced GTS Mechanism for the |IEEE 802.15.4
= Hidden Node Avoidance Mechanism for IEEE 802.15.4 Networks

= Synchronization Mechanism of the |IEEE 802.15.4/ZigBee Cluster-
Tree Wireless Sensor Networks

" Part VI. Tools and Experimental Testbeds

= Implementations
= OPNET Simulation Model of IEEE 802.15.4/ZigBee e

2000
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Part. I.

Introduction to the
[EEE 802.15.4/ZigBee standard
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A bit of history ...

" Why IEEE 802.15.4 standard?
= First release in 2003, amendment in 2006 (WG 15.4b)

= Need for Standard for PHY and MAC Layers for WPANSs
(e.g. WSNs)

= Low power + low rate = Energy efficiency
= |nteroperability was not a big issue

" Why ZigBee?
= First release in 2006, ZigBeePro in 2007.
= Complement the IEEE 802.15.4 Stack with same objectives
= Ultra low power consumption
= Enable large-scale networks
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[EEE 802.15.4/ZigBee Features

"  Why IEEE 802.15.4/ZigBee?
= Energy-efficiency
= adaptable duty-cycles (100% — 0%)
= |low data rates (20-250 kbps)

— CSMA/CA mechanism

= low radio coverage (=30 m) Beacon  TimeSiof S
» Traffic differentiation LT.E_FJ\ lac L irl!',J '
= Real-Time traffic f:""’"/ GTS1 GTS2
— Guaranteed TimeSlots (GTS) BT T T I (1P
= Best-effort traffic C'NP' Ingctive
Period

0123456 728 910111213 1415!

= Scalable network topologies
= star, mesh, cluster-tree
= uUp to 65000 nodes per PAN

= COTS standard technology
many different manufacturers/motes
fast growing market
simulation/debugging tools

OSs and prog. languages
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[EEE 802.15.4/ZigBee Features

IEEE 802.15.4 # ZigBee

Application Layer (APL)

Application Zigbee Device Application
Framework Object Support Sub-layer

Defined in the
; ZigBee Specification

Network Layer (NWK)

Security Message Routing Network
Management Eroker Management | | Management

Medium Access Control (MAC)

RAAOII Miods non-beacon mode . .
S8TS allocation Non sitted CSMA'CA Defined in the
_

Physical Layer (PHY) ” IEEE 802.15.4 Standard

2.4 GHz250 kbps 915 MHz/40 kbps 868 MHz20 kbps
\ o r
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.
Target Applications

Demand Response
Net Metering, AMI

Security
SCADA

HVAC "
AMR -

Lighting Control [
Access Control AUTOMATION

ENERGY MGT.
& EFFICIENCY

Patient
monitoring

Fitness
monitoring PERSONAL
HEALTH CARE

TELECOM
SERVICES

Asset Mgt
Process Control M-commerce
Environmental Info Services
Energy Mgt Object Interaction
(Internet of Things)
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CONSUMER
SH=epiiel o Remotes

ZigBee'Alliance
WII‘EIHS Control That Simply Works

TV

VCR
DVD/CD
Universal

Mouse

PERIPHERALS

Keyboard
PC & Joystick
Security
HVAC

Lighting Control
Access Control
Irrigation
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Target Applications
@ ZigBee'Alliance

Wireless Control That Simply Works

= o = Marketing Technical = > Testing Certified Spec

ENIRACIRSERN S AN e B documents Reguirements Documents devices  availability LOgOn
()

Smart energy Complsted Completed Completed Completed YES YES

: ) . A

Home Automation Complsted Completed Completed Completed YES YES

Telecom Applications Completed Completed Testing Phaze  In progress |- -
Al

Commercial buildings Completed Completed Testing Phase | In progress |- -

©

Health Completed Completed Testing Phase  In progress

CONET Roadmap, June 2009
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Physical Channels

original (IEEE 802.15.4 — 2003)

= 27 (1+10+16) radio channels
= |EEE 802.15.4b (pub. SEP/2006) \
= higher bit rates for 868/915 MHz bands, bringing 40 kbps [ERNGIRRR America

them up to support 100 and 250 kbit/s as well,... = Australia

" |EEE 802.15.4a (pub. AUG/2007)
= 2 new PHY
= UWB - higher bit rate, precision ranging and
robustness e 1
= CSS - higher mobility speeds and coverage Chiz :'
" |EEE802.15.4c Ch13
= js considering the newly opened 314-316 MHz, 430- '2:
434 MHz, and 779-787 MHz bands in China —
" |EEE 802.15.4d ch17
= is defining an amendment to the existing standard 250 kbps [erad 2400 MHz Worldwide
802.15.4-2006 to support the new 950MHz-956MHz “: -
band in Japan ;1:‘:
" |EEE 802.15.4e Ch 22
= ongoing WG effort e.g. to increase QoS Ch 23
= http://www.ieee802.org/15/pub/TG4e.html -
Ch 26
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Physical Layer

868 MHz/ Channels 1-10 s
915 MHZ Channel 0 P
PHY
868.3 MHz 902'MHz 928'MHz
2.4 GHZ
PHY 5 MHz

2 MHz

Channels 11-26

(AN

i

|

i

2400 MHz 2483.5 MHz
2 MHz
Frequency | Spreading Parameters Data Parameters
Band
(MH2)
Chip Modulation | Bit rate | Symbol rate | Symbols
rate (kbps) | (ksymbol/s)
(kchip/s)
868 300 BPSK 20 20 Binary
915 600 BPSK 40 40 Binary
2400 2000 0-QPSK 250 62.5 16-ary

Anis Koubaa
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40 kbps

250 kbps

che

Ch 8

Ch 10

America

RN Australia

cxa|

Ch 13

Ch 14

Ch 15

Ch 18

Ch 17

Ch 18

Ch 18

Ch 20

Ch 21

Ch 22

Ch 23

Ch 24

Ch 25

Ch 26

2400 MHz Worldwide
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Physical Layer Functionalities

Activation and * Three states: transmitting, receiving or sleeping.
. . e the radio is turned ON or OFF (the turnaround time from
deactivation of the send/receive and vice versa should be no more than 12 symbol

radio transceiver periods)

Receiver Energy . Eﬁgm?etlion of the received signal power in an 802.15.4

Detection (ED) » No signal identification or decoding on the channel.

 characterizes the Strength/Quality of a received signal on a

Link Quality link.

1 H * LQI can be implemented using the receiver ED technique, a
Indlcahon (LQI) signal to noise estimation or a combination of both techniques.
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Physical Layer Functionalities

» Reporting medium state: busy or idle.
e Three operational modes:

Clear C hq n nel «Energy Detection mode. busy if received energy is above a given
threshold.

Assess me ni- *Carrier Sense mode. busy only if it detects a signal with the modulation
and the spreading characteristics of IEEE 802.15.4 and which may be

higher or lower than ED threshold.

(CCA)' eCarrier Sense with Energy Detection mode. busy only if it detects a
signal with the modulation and the spreading characteristics of IEEE
802.15.4 and with received energy above the ED threshold.

Channel

Freq vueén Cy etune its transceiver into a specific channel upon the reception of a request
from a Higher Layer.

Selection.
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MAC Layer

Star IEEE 802.15.4 MAC Star
Cluster-Tree Mesh
/ \
Beacon Enabled Non Beacon Enabled
Superframe Unslotted CSMA/CA
Contention Access Contention Access/
Period Contention Free Periods
(Without GTS) (With GTS)

Slotted CSMA/CA
slotted CSMAICA |/ Slot Allocations
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MAC Layer

CSMA/CA  TDMA

P »
< »

Beacon Time Slot

GTS1 GTS2

Beacon

Inactive
Period

0123456 78 910111213 1415

D = aBaseSuperframeDuration * 2 *° Symbols

(Active Period)

- _.

Bl = aBaseSuperframeDuration * 2 @ Symbols

bbbbbbb

L e

BI =aBaseSuperframeDuration - 2°°

for 0<BO <14

Anis Koubaa Engineering 15.4/ZigBee WSNs

SD =aBaseSuperframeDuration - 2°°
for 0S50 <BO <14
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MAC Layer: CSMA/CA

CSMA/CA

Step (1)

Y

NBE=0,
BE=macMinBE

Batterylife
Extension?

BE=min(2,macMinBE)

Y

Delay for random(2%€.1) unit
Step (2) backoff periods

BE=macMinBE

Step (3)

Locate Backoff
Period Boundary

>

Y

Channel

Delay for random(2°"-1) unit Idie?
Step (2) backoff periods
¥
Perform CCA on backoff period
Step (3) NB=NB+1
boyndery Step (4) | gemin(BE+1, aMaxBE)

Step (5)

NB>
cMaxCSMABacko

Channel
Idle?

St 5
i ep (5) Y

C=D G

CW=2, NB=NB+1

CW=CWw-1

Step (4) I BE=min(BE+1, aMaxBE)

=D
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ZigBee Device Types

ZigBee ZigBee Router ZigBee End
Coordinator (ZC) (ZR) Device (ZED)
e one and only one e optional network e optional network
required per network component component

e initiates network * may associate with e does not allow
lotmaion ZC or with previously association

e Called PAN associated ZR  does not participate
Coordinator in » Called Coordinator in routing
80 154 mnsu -4

* may act as router e participates in multi-
once network is hop routing
formed

Anis Koubaa Engineering 15.4/ZigBee WSNs | Blceialoice /0] 210101 22




I
Network Topologies

Cluster-Tree

* | path between any pair
of nodes — tree routing

e Deterministic

* Distributed synchronization
mechanism (beacon-en.)

* Periodic beacon frames
e Dynamic duty-cycle
adaptation per cluster

* Enables guaranteed
bandwidth (GTS)

*No ZigBee Routers
e Communication via ZC
e Synchronization?2

*Yes (beacon-enabled
mode)

*No (non beacon-
enabled mode

e Not scalable
e Real-Time

 AODV-based routing
e Not deterministfic

* No synchronization (non
beacon-enabled)

e /C and ZRs must be
always on

* No bandwidth
guarantees (contention)
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Outline

" Part l. Infroduction to IEEE 802.15.4/ZigBee

" Part Il. Performance Evaluation
= Performance Evaluation of the IEEE 802.15 GTS Worst-Case
= Performance Evaluation of CSMA/CA
= Dimensioning of IEEE 802.15/ZigBee Cluster-Tree Networks
" Part lll. Amendments to the standard
= Enhanced GTS Mechanism for the |IEEE 802.15.4
= Hidden Node Avoidance Mechanism for IEEE 802.15.4 Networks

= Synchronization Mechanism of the |IEEE 802.15.4/ZigBee Cluster-
Tree Wireless Sensor Networks

" Part VI. Tools and Experimental Testbeds

= Implementations
= OPNET Simulation Model of IEEE 802.15.4/ZigBee e

2000
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Part. II.
Performance Evaluation of the
[EEE 802.15.4/ZigBee
standard
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Performance Evaluation

Guaranteed Time Slot (GTS)

CSMA/CA MAC protocol

Capacity of Cluster-Tree WSNs
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GTS MODELING

Related references

A. Koubda, M. Alves, E. Tovar
Energy/Delay Trade-off of the GTS Allocation Mechanism in IEEE 802.15.4 for Wireless Sensor Networks

in Wiley Journal of Communication Systems, special issue on Energy-Efficient Network Protocols and
Algorithms for Wireless Sensor Networks, 2006.

A. Koubd&a, M. Alves, E. Tovar,
"GTS Allocation Analysis in IEEE 802.15.4 for Real-Time Wireless Sensor Networks",
in 14th International Workshop on Parallel and Distributed Real-Time Systems (WPDRTS 2006), invited paper

in special frack on Wireless Sensor Networks, 25-26 April 2006.
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e
GTS Modeling

= Summary of results

— Performance of the GTS mechanism
= Modeling with Network Calculus
= Performance Metrics: Delay and Throughput

— Energy-delay trade-off using GIS

= Lowest duty cycle that satisfies a delay
constraint
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GTS Modeling

Beacon Beacon
:
r

CA » Inactive
o Period
01 2 3 4 5 B 7 8 9 101 12 1¥ 14?-15j‘ R e e e E“
"
5 2% SN |
H } b ~ ;
- L i N M :
- - L ! :
H sSD ; 5\ N :
: } g - :
) 7 Bl © < >
b - a
f % s
/ % ~ 1

' Unacknowledged transmission! Acknowledged transmission '

DataFrame |~ jFs | Data Fram&®|_[%CK [* 55 ™

]

i

]

]

I

TS : GTS duration, : -— -
IFS: intra-frame spacing. i Toata Toverhead i Tdata Tovarnaad |
Lyea: turnaround time to recelve Ack frames (see [2]) | TS i TS :
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Network Calculus

A °
bits Actual Flow "  Flows are represented by
— Arrival Curve: a(t)=B+rxt
Arrival Curve — 1. Average Rate

: Burst Size

Arrival Curve

R(t)

= The delay guaranteed to a flow
with an arrival curve a(t) by arate
latency servic%curve B(t) is:

Service curve Dmax =—+T
Rate Latency

fime
>

for 0<s<t, R(t)-R(s)<b+r(t-s)
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I
GTS Modeling — 1 Time Slot

4 bits

Anis Koubaa Engineering 15.4/ZigBee WSNs | Blceialoice /0] 210101
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GTS Modeling — 1 Time Slot

Delay for Linear
Service Curve

Delay for Stair
Service Curve

Anis Koubaa

Brr ()=R-T)

Bl
T =Bl -Ts

R = data @ :[TS “Tidie

Bl

]m:

(k 1)@ Wy, +C (t ~(k @I —Ts)j
Ot, (k ~1)BI <t <k (Bl ~T;y,

Otherwise

+

Engineering 15.4 /ZigBee WSNs
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GTS Modeling — n Time Slot

Arrivals (bits)

A

Seryice Curve
of 3 GTS

I

|

i = | - Il'Eac;Ts
l |

E 4T—S, il P /:f

) / | .
{ Taata iTidie > Service Curve
E we—/f lof 2 GTS
E ]
I

I

I

/ ---I—
I /R/
|
| 2GTS
-- - =

~
- Seryice Curve

of 1 GTS
e o)L .

i

e s i S S

Rate Latency Service Curve

| ) d [C Ts-T,
: | R,=n data =n[€ |dIeJ[¢
\ ! Time(seit_:? Bl Bl
: BI-3Ts  BI-2Ts  BI-Ts ! i
s e e S B e e »+-—--—  T,=Bl -nOS
Delay Bound with Stair Service Curve Delay Bound with g, (1)
b
- b = -
DA :[E+(k +1) Bl -n[fTs +k Tyyy) +m Erid,ej D, mex R, +(Bl -n(s)
where m :{b ~k 4N Tea) J
Tdar[a 10

if K [T [fn Tea) <b < (k +1) [T [N Ty
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GTS Performance: Throughput

16 GTS Guaranteed Bandwidth

15
14BN . e e e e =

T T — | — T T — T T T - T

SO=0 SO=1 S0=2 SO0=3 S0=4 SO=5 SO=6 SO=7 SO=8 SO0=9 S0O=10 SO=11 SO=12 SO=13 SO=14
DUty CyCIe =1 \ O Guaranteed Bandwidth B Wasted Bandwidth due to IFS \
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GTS Performance: Delay

Delay (ms)

1800
1664.53

— ——b=05kbits  —=—b =1 kbits Pl

—a—b = 2 kbits —#¥—b = 4 kbits
1400

=—b =7 kbits —8—b =10 kbits

1200

1081.07
1000

800

600

400

200

L = 96.00 153.60 Average rate = 5 kbits/sec

S0=0 S0=1 S0=2 $0=3 S0=4 S0=5 S0=6

* Determine the best superframe structure (SO) that reduces the delay bounds

* Superframe Order configuration depends on the burst size
* For low burst sizes, the delay is an increasing function with SO (SO = 0)
* For high burst sizes, SO>0
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GTS Performance:

Energy/Delay Trade-Oft

/"/7 = I ——
o | i T e e ] - = =
Duty Cycle B =g Duty Cycle |
o0 o I = 100% ‘ty 4 T
50% . I 90°/°J["" |
80% = I 80% |
—
70% e | 0% | ‘
) I —
60% i 60% \ _ :
50% | |
50% \ |
=L e 40% ‘l |
40% = Pl ‘ —
| 30% ‘
. : _ 1 _
; d 20%
20% [
10% | | B Burst Size
| a8y b= 35 kbits
0% T B " b= 10 kbits
SO=0 ¢q ) ' b=1kbits
. . 400 St g0 Superframe Order SO0=5  50=6 SO=7 r
ey o™

Problem

* Determine the best superframe structure (SO) that satisfies the delay bound and reduces the energy
consumption

* Low Superframe Orders are more suitable for a best energy/latency trade-off
* Exception for high burst sizes
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PERFORMANCE OF CSMA/CA

Related references
A. Koubdaq, M. Alves, E. Tovar

A Comprehensive Simulation Study of Slotted CSMA/CA for IEEE 802.15.4 Wireless Sensor Networks
In IEEE WFCS 2006, Torino (Italy), June 2006.
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Slotted
CSMA/CA

Slotted

CSMA/CA

NB=0, CW=2

Step (1)- init

Battery Life SQAZIE

Extension Min(2,macMinB

BE=macMInBE

Locate Backoff
Bounda

Locate BP boundary

Init
Step (1)

Random delay
Step (2)

Step (2)

time

Random delay (07 (2°%=T)[ step (2)- Backoff Delay

unit backoff periods

Step (3)- CCA procedure
Perform one CCA on Bcckjf

Period Bounda

\'4
Channel idle? es

Step (4)- re-init No

CW=2, NB=NB+T,
BE=min(BE+1,macMinBE

No

Anis Koubaa
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NB>macMaxCSMABackoffs ¢

Yes
Abort 38
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CMSA/CA Pertformance

*Topology
* 100 nodes in a surface: (100 m * 100 m)

Version 01 open-ZB
OPNET Simulation Model
http://www.open-zb.net/

. The Sensor Node Model
* PAN Coordinator bhb '-b LI : Application Layer
'defOU” (BO=SO=3) - " o o ® e = 4
b dUTy CYC|e = ]OO% e - [ = N =w ‘ - : = 1‘k 7ﬂnrydala fac command
i ) - "y
* Slotted CSMA/CA -_ 2 R S -
(™) \ -
“CW=2, Y
. - - - Battery Modul
* MACMInBE = 2, < e D - o je”e
e macMaxCSMABackoff = 5 W B e o ‘.Mw
H H \ - - - S
* Default frame size: 404 bits A = = The Slotted CSMA/CA
. o T Pl e T . __| IEE el Process Model
* 300 bits data payload g =
* 104 bits MAC header \ \ (Y "
H S i 3\ o
. Physmal.la.yer Q ) "@% B 7 ? -
* Transmission power: 1 mW T [Aibue Valae """ wait_beacon o e
name node_0 o
* Allnodes hear each other: :EE’;’:”WP . o s @
no hidden-node problem - ooy i cenmdpl o i
* F-Device Mode PAN Coordind ____,,,,,,_,’_W_A;
& A Aapoms - [ A TN Backof yimer
=] WPAN Settings lE;d'l
|-Beacon Order 0
}»SupelllamOrdel 1]
LPanID 1
|-Enable Log File enabled
= Traffic Source
#] MAC Command Traffic ()
# Sensory Data {.)

Anis Koubaa
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e
CMSA/CA Performance

= Summary of resulis

— BO and SO have an impact on the throughput
(and success probability)

— Lower SO decreases the throughput due 1o CCA
deference effect

— Delay increases with BO for high load and
decreases with BO for low load

— macMInBE does not have an impact of
throughput for large-scale nets and do have for
low-scale.

— Delay increases with macMInBE
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I
Impact of BO and SO

ANetwork Throughput (S) 4 Throughput (S)
70% 0.70
Packet size = 404 bits G= 3$%
. S e st £ 11
0.60 - e . e
60% 3 G =100%

BO=S0=0

0.50 / --------------------------------------------------------------------------------------------------------

50% G =50%

40% LBOmSO =g s
30% 3 e e e R R R R S R R T S R S R S S S R S R R T B S S R B R S R R e S
20% | e e e e e e e e s e s e e
10% 0.10 T — ; ”””””” — — o— . :  —— %,:8%;,,,,
Offered Load (G) —_— Superframe Order -
0 50I°/u 1060/0 1560/0 2060/0 2560/0 306“/0 SO0=0 $SO=1 S0=2 $0=3 SO0=4 SO0=5 S0=6 SO=7 S0=8 SO0=14
Throughput (S) as a function of the offered load (G) Throughput (S) as a function of Superframe Order (SO)
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Impact of BO and SO

Problem of the CCA Deference (Spec. 2003)

P1 Tx
Node 1 f %\\E\\ N BEAcon | B
= CCA Deference

Based on simulation results, the CCA deference with SO = 0 degrades the throughput
performance from 20% to 25% as compared to throughput with SO = 14,
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I
Impact of BO and SO

1.0 Success Probability 0.30
Packet size = 404 bits
0.9 (6 Backoff Periods)
9 DO .. 0.25
0.7 it 0.20
I:y
0.6 | lr
| 0.15
0.5 !
I
0.3 : | E
| : : ] - 0.05
1 l =
0.2 | : : | e,
ai : | | |Offered Load (G)
" |

! |
50% 100% 150%

1
200%

|
250% 300%

Success Probability as a function of the offered load (G)

‘Success Probability Degradation

/T

f

Offered Load (G)

| |
50% 100% 150% 200% 250%

Success Probability Degradation
for SO =0 as compared to SO = 14

Up to 30% of success probability degradation
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.
Impact of BO and SO on Delay

A Average Delay (ms) A
37.5 |
" [ (6 Backoff Periods) o7
’ (6 Backoff Periods)
30.0 5.25
27.5 5.00
25.0
22.5 4.75
Al 4.50
17.5
15.0 4.25
12.5 4.00
10.0
7.5 3.75
i'g 3.50
0.0 Offered Load (G) _ 3.5 I l fiffeced Losdli(E) |,
® T T
100% 200% 300% 10°% 20% 30% 40%
Average delay as a function of the offered load (G) Average delay as a function of the offered load (G)

at low load conditions
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I
Impact of macMinBE

A Network Throughput (S)
70% B0=50)=3 i A Success Probability (S[Gmac) : ;
—_— (6 Backoff Perlodsl

GOV brrrrm— — 0.9 \ ------ : |
\ 0.8 ....J(.BO:.E..EOJ..E..3..fnr}all..macMiﬁBE.E.lD......Ei].........................

e {m So’ o PrYSI l :

. [0 5] 0.7

L /L ok |... <y /\

SO e ——————————————] 0.3
0.2 |(BO=S0j=0forallmacMinBE=[0..5] | "

P11 Y G S —

10%|-#

0.1 e e

Offered Load () _ o Offered Load (G) |

50% 100% 150% 200% 250% 300% 50% 100% 150% 200% 250% 300%

0.0%

Throughput as a function of the offered load (G) Success Probability as a function of the offered load (G)

No impact of macMinBE on the throughput in large scale WSNs
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A
70%

Impact of macMinBE: Case of 10 Nodes

Network Throughput (S)

10 Nodes
Packet size = 404 bits
(6 Backoff Periods)

macMinBE =0
60% macMin
macMinBE = 3
macMinBE =4
macMinBE =5
50%
40%

30%

Offered Load (G)

T T T T T 1
50% 100% 150%  200%  250% 300%

Throughput as a function of the offered load (G)
with 10 nodes

>

00.1

} Success Probability (S/Gmac)

10 Nodes
Packet size = 404 bits _
(6 Backoff Periods)

rnaclh‘iinBE =5

1acMinﬁ':E =4

macMinBE = 3

macl\iinBE =2

macMinBE =1

/
.//{

o
DR

T —

Offered Load (G)

1 |
50% 100% 150% 200% 250%

>
300%

Offered Lot abMdrdindbitilyen{ Grivncliona function

of the offered load (G)

Higher macMinBEs improve the reliability of broadcasts in small scale WSNs
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T
Impact of macMinBE: Case of 100 Nodes

125

112.5

100

87.5

75

62.5

50

37.5

25

125

0.0

4 Average Delay (ms)

Packet size = 404 bits
(6 Backoff Periods) ,

macMinBE=Z_

macMinBE =1

macMinBE =

Offered Load (G) |

| | | | 1
50% 100% 15!1.)"/0 200% 250%  300%

Average delays as a function of the offered load (G)
with 100 nodes

Higher macMinBEs increase the average delays
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CAPACITY OF ZIGBEE CLUSTER-
TREE SENSOR NETWORKS

Related references

Petr JurCik, Anis Koubda, Mdario Alves
On the Capacity of Cluster-tree ZigBee Networks
COGnitive systems with Interactive Sensors, Paris, 2009.

Petr JurcCik, Ricardo Severino, Anis Koubda, Mdrio Alves

Real-Time Communications over Cluster-Tree Sensor Networks with Mobile Sink Behaviour

the 14th IEEE International Conference on Embedded and Real-Time Computing Systems and
Applications (RTCSA 2008), Kaohsiung, Taiwan , 25 - 27 August 2008

A. Koubd&a, M. Alves, E. Tovar
Worst-Case Dimensioning of Cluster-Tree Wireless Sensor Networks
IEEE Real-Time System Symposium (RTSS'06), Rio di Janeiro (Brazil), Dec. 2006.
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e
Problem

Static/dynamically changing WSNs

® worst-case cluster-tree topology @ router
. . . . © endnode
" Sink oriented data communication (WSN) — & upstream flow

——> downstream flow

Support for autonomous sink mobility

" ypstream and downstream flows @\ f,»@ ﬂ.,@} \
. . . b # '___--""'HFF AS
" Worst-case dimensioning N ST @
and analysis of cluster-tree WSN @_ﬁ 7
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Cluster-Tree Topology Model

/lH=2 h

MAX

depth O
B Nrouter = 2

MAX
B Nend-node = 3

\. Hsink = 2 j

777777777777777777777777777777777777777777777777777777777777777777777 worst-case topology
B balanced tree
m balaonced load

depth 3
OP®» ®%0 oV oD mobile sink
B upstream flows
® end-node B downstream flows

v sensor-based data
— data link between a router and an end-node . .
— upstream data link between two routers router / at depth /

— downstream data link between two routers sink router
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I
Data Flow Model — Network Calculus

>

o® m backlog bound
Qmax=b +rT

data [bits]

m delay bound

Dmax :% + T
q(t) < Qmax
N\ .4 P systemS_
' R(t)i T T 1 ~—\ R*(t) i
T time [sec] | | brﬁ?rl @ ™ :
:| ________ e . —
‘ d(t) < Drax ’
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[
Network Flow Analysis

depth i+1

B per-hop analysis
— arrival curve constraining the total input flow of any router at depth i
— upper bound of outgoing flow from a router at depthi
— bandwidth requirement by a router at depth i
— buffer requirement by a router at depthi
— delay between routers

MAX
B maximum end-to-end delay De2e [sec]
— sum of per-hop delays
— network-wide service curve for individual flows
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Matlab Model — Analytical Model

fmmm emmmmmmrn mmmmmn e . - —

The bandwidth provided by a router at depth 1 to downstream f£low:
The service latency provided by a router at depth 1 to downstresm flow:

TrE s T A

Bandwidth requirement R (upstream)

BUFFERING REQUIREMENT

Bandwidth requirement R (downstream)

[kbps]

2 1 o
Depth
Buffer requirement G (upstream)

a 1
Depth
Buffer requirement O (downstream)

[khits]

i 2 1
Depth
Per-hop delay bound D (upstream)

o 1 2
Depth
Per-hop delay bound D (downstream}

[sec]

Depth

——p mmm m e == -

Tl = 1.6G9600 =sec

70925
45797

B.246797;: down latency: 0.071885)
3.917722; down_latency: 4.025549)

NPUT PARAMETERS
Cluster-Tree Specification
Nrouter HNend_node H Hsink

2 N | 2 2

[~ sensing capabilty of the routers

Sensor-hased Traffic

TOTAL NUMEER OF TIME SLOTS:
TIME SLOTS:
Dede:

Anis Koubaa

[2 101 2]
[0.3906 0.3906 1.1719 1.5¢
[1.3368 2.0077 7.2571 5.6t
[3.425% 5.1425 6.1954 5.5:
[1.9507e4003 1.7203e+003
[13 8 8]

[113 4 6]

hdata rdata (max 0.45573 kbps)
I 0.576 | khits | 0.390 kbps
max MPDU macMaxFrameRetries IT
192 hits " ACK enable

— IEEE 802.15.4 Par t

S0 BO (min7) L_CFP {max 15)

f——p—

Bl = 2.343750 kbps (6 time slots)

orst-Case Dimensioning of Cluster-Tree Wireless Sensor Networks

Worst-Case Dimensioning of Cluster-Tree Wireless Sensor Networks
Application to IEEE 802.15.4/Zighee Networks

=101 ]

— IEEE 802.15.4 WPAN Setting
Superframe Duration (SD)

| 245.76 ms
Time Slot Duration (TS)

| 15.36 ms

Bandwidth per TS (R_TS)

| 0.390625  khps

Beacon Interval (Bl

[1s6608  ms

Humber of routers
| 7
Duty Cycle

| 12.5 %

— Delay Bounds.
Dend-node

{from end-node to router) e S5
Waorst-case end-to-end delay l— : ;
(sum of per-hop delays) R SEE

Worst-case en_d-to_-t_and delay IW o
{end-to-end service curve)

| 4 | 7 | 15

¥ show graphs

[27.1233 13.6459]
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Experimental Setup — Test

@ routfer
O endnode

/

router - @

!:\ &

sniffer

mH=2
BN oo =2
m TelosB motes ax
e |[EEE 802.15.4/ZigBee protocol stack (TinyOS) ® Nenonode = |
B Chipcon cc2420 packet sniffer \l Hsink = 1 Y

Bed Deployment

depth 0 root

depth 1

o

—fg) [e
@é@é
®

depth 3 é‘?

Anis Koubaa Engineering 15.4/ZigBee WSNs



Performance Evaluation

worst-case dimensioning of WSNs

" the maximum resource reguirements
(e.q. buffer, delay) per depth for an
aggregate flow along the longest path
IN WSN

" the average resource requirement per
depth
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I
Buffer Requirements

the theoretical worst-case buffer requirements per router as
a function of the depth and sink position

17.3

15.966

R L W N S
O N N O

buffer requirement [kbit]

o N B~ O

downstream
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A
Buffer Requirements

the theoretical worst-case vs. experimental maximum buffer
requirements for Hsink = 2

RN
o

theoretical buffer requirement:
] M burst

upstream latency
] W downstream latency

[ experimental buffer requirement

RN
(@)

—
N

=
N

oo

buffer requirement [Kbit]
o

A O

N [N =

depth 3 ' depth 2 " depth 1 " depth 0 ' depth 1 ' depth 2!
(end-node)  (Ra4) (R12) (root) (R11) (R21)

Anis Koubaa Engineering 15.4/ZigBee WSNs | Blceialoice /0] 210101

57



I
Theoretical vs. Experimental Data Traffic

B in practice, datais transmitting only during the GTS

B the gap between theoretical and experimental grow with
depth (cumulative flow effect)

m rate-latency service curve — trade-off between complexity
and pessimism

A

--------- real (experimental) curves
theoretical curves

data [bit]

GTS

time [sec] >
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I
Delay Bounds

the theoretical worst-case vs. experimental maximum and
average delay bounds

W
o

experimental delay:
average value

1l W maximum value

N
(&)}

theoretical delay:
B[] worst-case value

end-to-end delay

B per-hop approach

m per-flow approach
e network wide curve

RN
(@)}

delay bounds [sec]
N
o

RN
o

per-hop approach

per-flow approach

0 depth 3" depth 2 ' depth 1" depth 0 ' depth 1 Iend-to-afd

(Dengnoce)  (Dav) (D1w) ~ (Doo) (D1p) delay

upstream downstream
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T
Duty-cycle vs. Timing Performance

the theoretical worst-case and experimental maximum
end-to-end delay as a function of duty cycle for Hsink = 0
(lifefime of WSNs)

60
B theoretical D¢ye : per-hop approach
— B theoretical D,y : per-flow approach
§ 504 experimental Do
°
£ 40
~SD 2%©
30 duty-cycle = =
B BO
2
20
10+

0 -
duty-cycle = 12.5 % duty-cycle = 6.25 % duty-cycle = 3.125 %
(SO=4,BO=7) (SO =4,B0O =8) (SO=4,BO=9)
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Number of Retransmissions vs.
Timing Performance

unreliable and time-varying characteristics of wireless channels
can be minimized using the retransmission mechanisms

400 30
— M D... : per-hop approach
(2]
S o 1 De2e : per-flow approach
= 3,
S ©
2 £
© =
C
(U -
0
10 4

100H-=-

0 0 -

number of retransmissions number of retransmlssmns

guaranteed bandwidth of one time slot and the theoretical

worst-case end-to-end delay as a function of the maximum
number of retransmissions
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A
Network Planning —
Feasible Configurations

buffer requirement of the sink router (Hsink=0) and the worst-case

end-to-end delay as a function of the height of the tree and the
maximum number of child routers

| 100-
604 — .
O
_ (]
- @,
Q 0]
= £
>
o)
40
20+ -
21 _ 204
5
0= 47y 59
3 4
Nrouter Nrouter
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Outline

" Part l. Infroduction to IEEE 802.15.4/ZigBee

" Part Il. Performance Evaluation
= Performance Evaluation of the IEEE 802.15 GTS Worst-Case
= Performance Evaluation of CSMA/CA
= Dimensioning of IEEE 802.15/ZigBee Cluster-Tree Networks
" Part lll. Amendments to the standard
= Enhanced GTS Mechanism for the |IEEE 802.15.4
= Hidden Node Avoidance Mechanism for IEEE 802.15.4 Networks

= Synchronization Mechanism of the |IEEE 802.15.4/ZigBee Cluster-
Tree Wireless Sensor Networks

" Part VI. Tools and Experimental Testbeds

= Implementations
= OPNET Simulation Model of IEEE 802.15.4/ZigBee e

2000
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Part. III.
Amendment to the IEEE
802.15.4/ZigBee standard
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AMENDMENTS FOR THE GTS
MECHANISM

Related references

Anis Koubda, Andre Cunha, Mario Alves, Eduardo Tovar
i-GAME: An Implicit GTS Allocation Mechanism in IEEE 802.15.4, theory and practice
in Springer Real-Time Systems Journal, Volume 39, Numbers 1-3, pp 169 - 204, Springer, August 2008.

Andre Cunha
On the use of IEEE 802.15.4/ZigBee as federating communication protocols for Wireless Sensor Networks
MSc Thesis, University of Porto, Faculty of Engineering, September 2007.

A. Koubd&a, M. Alves, E. Tovar

i-GAME: An Implicit GTS Allocation Mechanism in IEEE 802.15.4

In Euromicro Conference on Real-Time Systems (ECRTS 2006), Dresden (Germany), July 2006. (~25%
acceptance)
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i-GAME: Implicit Allocation of GTS

®  Problem

— Each Superframe supports a maximum of 7 GTS allocations
— Each GTS is exclusively assigned to one node

(upstream or downstream)

— GTS may be underutilized
"  The implicit GTS Allocation Mechanism
(i-GAME) overcomes these limitations
— same GTS used by more than 1 node

= guaranteeing the nodes delay and bandwidth
requirements (negotiated between nodes and ZC)

100% -
90% -
80% -

T cessmumumpth s

60% -
50% -

A\

= dynamically allocating GTS in each Superframe
(scheduled by ZC in round-robin)

2 data flows sharing 1 Time Slot

3'Bl-Ts=4512ms————p|

Bl
Io K I------|13|14i510 |1 | ------ {13'14dn |1 | ------ |13|14dn|1 | ------ {13'14 n|1 | ------ {13'14d

3 data flows sharing 2 Time Slots

Anis Koubaa

30% -
20% -y
10% -

40% -

. ﬁé?/'sisg‘_’é’/:sg% 90%
a? 0

.‘...A"‘so% ............

0%

GTS Length

4.“&%_Y—l—Y—|—Y—Y—V—|—I—|—I—Y—|—\

1 2 3 4 5 6 7 8 9 10 M1

Number of Allocated Time Slots

7

Number of nodes allocating the GTS 7

12 13 14 15

GTS Length (Explicit)

GTS length (300 ms)
GTS length (500 ms)
GTS length (700 ms)

GTS length (300 ms)

8 GTS length (300 ms) & GTS length (700 ms) 0 GTS length (500 ms) 0 GTS length (300 ms) B GTS Length (Explicit)
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i-GAME: Implicit Allocation of GTS

" admission control function in the ZC
.. .. ] . bits 0-3 4 5
— nodes send their implicit requests including  [__~ oTs | Craracteritics
. . oo o ngth Direction Type
their traffic specification (b,r,D)
. . GTS Ch teristics Extensi
— The ZC performs the admission control Format for Implicit Request Allocation
algorithm based on a schedulability test
|

backward compatibility ensured

bits 0-3 4-7 8-12 1215
. . Burst size A;r;::l Req?l?rI::'lent Reserved
— use reserved field in standard packet
Flow Specification Field Format for i-GAME
format P
— Allocation Type
Application Layer
Device next Device MLME PAN coordinator PAN coordinator
higher layer MLME next higher layer
MLME-GAME request ol 6TS allocaton requeﬁt.; M?:;I L'E Metwork Layer i —_
” Acknowledgement

*
MLME-GAME indication ——  Standard SAPs

I,-"r MLME iGAME reqguest

4
H-GANE SAF

' MLME_IGAME confirm
X T "\ MLME_iGAME indication
o IEEE 802.15.4 TAG Sublayer xL“'L“E—'G""’“‘E"EEW‘*“*
I B L e | Kt
dBeaoon (with implicit GTS descriptor) LT |—
 MLME-iGAME.confirm ¥
- IEEE 802.15.4 PHY Layer

Anis Koubaa
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TDBS FOR
ZIGBEE SYCHRONIZATION

Related references

Anis Koubda, Andre Cunha, Mario Alves, Eduardo Tovar
TDBS: a time division beacon scheduling mechanism for ZigBee cluster-tree wireless sensor networks
in Springer Real-Time Systems Journal, Volume 40, Number 3, pp 321 - 354, Springer, October 2008.

Anis Koubaa, Andre Cunha, Mdrio Alves,

A Time Division Beacon Scheduling Mechanism for IEEE 802.15.4/Zigbee Cluster-Tree Wireless Sensor
Networks

19th Euromicro Conference on Real-Time Systems (ECRTS 2007), Pisa(ltaly), July 2007.

Won the"Best Paper Award" (~25% acceptance)
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I
TDBS: Time Division Beacon Scheduling

= Problem Statement

= synchronization in ZigBee cluster-tfree networks is based on
beacon frames, to avoid inter-cluster collisions

= the IEEE 802.15.4/Zigbee specifications do not provide any
practical solution to synchronize a cluster-tree network

= Challenge

= how to coordinate the generation of beacon frames in a cluster-
tree network to ensure a collision-free synchronization?e

=
- - -

.-"- \ # W
r’ -"'?D‘ ﬁ II "rﬂrr_hﬂ:f:*- @ xx-.
\. Tﬁm‘; .-'J @ II "-._‘L \
,@ l \@i "] ! |1®q—+ !
- i f
@ (H), @ @
i i B s
“"\@ h‘--‘-_;"‘d‘ I-"\. @ J.:“I‘L-‘-___F-F
e _, Reanne franae xu.l__‘_ _..F";f __/Bascon frames
o Lo - e
=@ B @ . L s
w @ W N w @ @@,
Direct Beacon Frame Collision Indirect Beacon Frame Collision
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.
TDBS: Time Division Beacon Scheduling

= Solution
= Time Division Beacon/Superframe Scheduling (TDBS)

" pros
= simple
"= no changes to the standard specifications

= cons
= high cluster density = low duty-cycle
= direct communication between neighbors is impossible

ZR1 sD1 so1 sD1 9
; time
Beacon Tracking

- -
Beacon Tx Offset
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TDBS: Time Division Beacon Scheduling

= how to organize the beacon frames of the different ZigBee Routers to
avoid collisions with other beacons or data frames

= sufficient to find a cyclic schedule in a hyper-period equal to Bimax

Yy _

Anis Koubaa
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TDBS: Time Division Beacon Scheduling

I Admission Control Application
S";"‘d“"“? Support Layer
Standard SAFs —
¥
':,‘“;é[mg Network Layer | Association
i ; PAN coordinator
ZR Application ZR Network PAN coordinator Application ¥ ¥
Layer Layer Network Layer 1 Standard SAFs
Y y Y Layer L ¥ ¥
|IEEE 8032.15.4 MAC Sublayer
L
— Sarvice Access Point —
NEME.. NN ot > Association Request ¥
L |EEE B02.15.4 PHY Layer
'A) =y Association Response
™ NLME_JOIM.indication
NLME_JOIN.confirm &
] anna R
MLDE DATA request “START SENDING BEACON @\nnnr- R ?PDM f e.nm SED
L command request o e
B} Negoiiation Frame B NLDE_DATA.Iindication

\)&Dnm R Fgﬁs &
ZH Megolalon dats
“ETART SEMDING BEACON" 3

e MLDE DATA request ] . _ %‘ﬁﬁe; Roitér
- command reply ]
KNLDE DATA Indication 7 Nsgotialion vasponas f
PAN Coordinator
NLME_START_ROUTER oooo co
request

BEACON
After waiting the

| PEAEOR M2 F o @
ransmission offset received |
. N ] ] oo /gm

oo R @z r
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IMPROVED SCHEMES FOR
CSMA/CA MECHANISM

Related references

A. Koubd&a, R. Severino, M. Alves, E. Tovar

Improving Quality-of-Service in Wireless Sensor Networks by mitigating hidden-node collisions

IEEE Transactions on Industrial Informatics, Special Issue on Real-Time and Embedded Networked Systems,
Volume 5, Number 3, August 2009.

Ricardo Severino

On the use of IEEE 802.15.4/ZigBee for Time-Sensitive Wireless Sensor Network Applications

MSc Thesis, Polytechnic Institute of Porto, School of Engineering, October 2008. BEST EWSN/CONET MSc
THESIS AWARD, 2009.

Anis Koubda, Ricardo Severino, Mario Alves, Eduardo Tovar

H-NAMe: A Hidden-Node Avoidance Mechanism for Wireless Sensor Networks

8th IFAC International Conference on Fieldbuses and Networks in Industrial and Embedded Systems
(FET'09), Ansan, Republic of Korea, May 2009.

A. Koubda, M. Alves, B. Nefzi, Y. Q. Song
Improving the IEEE 802.15.4 Slotted CSMA/CA MAC for Time-Ciritical Events in Wireless Sensor Networks
In Proc. of the Workshop of Real-Time Networks (RTN 2006), Satellite Workshop to (ECRTS 2006), July 2006.
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First Approach

Traffic Differentiation
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T
CSMA /CA traffic differentiation

" Problem Statement
— CFP provides bandwidth guarantees

= put requires GTS allocations/de-allocations in the CAP
(CSMA/CA MAC)

— slotted CSMA/CA mechanism supports no traffic differentiation,
which would be important to tackle

= sporadic crifical messages, e.g.: events (alarms), network
management, GTS allocation/deallocation

" Challenges

— improving the Slotted CSMA/CA MAC to enable differentiating
between high and low priority traffic

— not modifying the standard protocol to keep backward
compatibility

Anis Kouhbaa Engineering 15.4/ZigBee WSNs | Blceiaioicie 2[0] 2101010 75



]
CSMA /CA traffic differentiation

" The slotted CSMA/CA algorithm
mainly depends on three

variables:
— Back-off Exponent (BE): to l
compute random back-off delay (Step 21 [Py for andomET
BE_ unit backolf pericds
[0,2 ] ] . [Stap 3) Porform Gﬂfnn backoff
* macMinBE < BE < aMaxBE i cisivad |
— Contention Window (CW): n° fime rin2 machinge hannal™ ves
. Kla? {Step 5}
units that channel must be sensed o CwW=CA
idle (Btep 4) |BEEnTn={;EriT:E:m l
— Number of Back-offs (NB) o 2 o > o
3 Yas
= number of time units CSMA/CA Yes
goes back to back-off in case of (" avort ) (Transmit )

busy channel
= NB < macMaxCSMABackoffs
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CSMA/CA i:séc; " wi Ien-'u:e ifferentiation

C o 2
traffic differentiation e
| v |

|
|
|
|
! 7
. o | LP
= Heuristics I X |
—  CW,<CW, ol B el |l e
—  macMinBE,, < macMinBE A o 2;@
T K
|
Scenario [m acMin BEHP!. [maCMin BELF’ _ CWHP CWLP FIFO Queueing : FIFO Queueing Priority Queuaing
aMaxBE4r] ,aMaxBE, p]
Sc [2.9] [2.5] 2 2 No differentiation
Sc? [2.9] [2.5] 2 3 CW differentiation
Sc3 [0,5] [2,5] 2 2 macMinBE differentiation
Sc4 [0,9] 28] 2 3 CW and macMinBE differentiation

‘Success Probability (S/Gmac)

Baoml, A Average Delay of Data Frames (ms)
100% | oo FIFO
.....___-:.,.--.:-.* .................. Scd — — PQ | |
90% i COCIP a o EETE A b C el 60 @ Scenario 1 % gﬁi_((f::';g';g))
80% Sc2 M Scenario 2 mSq 2
o 50} ¢ Scenario3 | 2
A Scenario 4
0,
70% [ | (S/Gapp) | sl [Command Frames (FIFO) ASq4
60% Command Frames (FIFO) .Sc "
—— et Sc 1- (FIFO,PQ
50%| — _ ;go 30 SE-S—{FI-FO.PQ;
® Scenario 1
40% | @ scenario 2 Sl 20 , Lot ek I #503
30% & Scenario3 . . 3 .'"-';.'-.: ~ et o et
°1 A Scenario4 SIS T L
20% ¢t 10
Network Offered Load (G)
50%  100% 150% 200% 250% 300% 50% 100% 150% 200% 250% 300% 350%

Network Offered Load (G)
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Second Approach

Hidden-Node Avoidance Mechanism
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H-NAMe: Hidden-Node Avoidance Mechanism

x Data Transmission P

Node
" The “hidden-node problem* X colision ‘\
(or *hidden-terminal problem”) )
— maqjor source of QoS degradation in WSANSs o
due to:
= Limited communication range of sensor nodes,
= Radio link asymmetry S
= Characteristics of the physical environment Throughput (S)
— Degradation of the following QoS metrics. JEEEFE%EE

= Throughput
— decreases due to additional blind collisions.
= energy-efficiency

— that decreases since each collision causes a new
refransmission.

= message delay

— becomes higher due to the multiple 0.2 |
retransmissions of a collided message

No hidden-nodes
0_5 ...........

o N TR DY B s e

x-range = 32 m

- Offered Load (G) |
—p

| |
1.0s 2.0s 3.0
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H-NAMe: Hidden-Node Avoidance Mechanism

The Protocol.

« Hidden-Node Avoidance Mechanism
(H-NAMe)
— proactive rather than reactive

— groups of “all-visible” nodes are formed
each group uses a part of the CAP — GAP

— cluster groups must also be formed...

Requesting Neighbor
Node Ni s Node Nj
(Group-Join.request, @GM)
S ——— |
STEP 1{ ACK Frame -_'_'_'_‘—‘—'—-—-—h-Register neighbor info
S : )
in the neighbor table

STEP 2

STEP 3 {

STEP 4

Anis Koubaa

aGrowpRequestTimer

{Neighber report, @CH)_;

{Neighbor.notify, @GM)
s

ACK Frame -

ACK Frame

| Broup-oin confirm, @Ni)

ACK Frame -

aleroupNotificationTimer

Engineering 15.4 /ZigBee WSNs

Beacon Beacon
o et cadll GAP - Group Access Period _:: gl
I
e
GROUP 3
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H-NAMe: Hidden-Node Avoidance Mechanism
The Performance.

«w
o

Energy vs. Load

60 /
40

Experimental test-bed

[e=]
o

-~
o

Energy Consumption (mJ)

30
20
10
0% 30% 60% 90%  120%  150%
Offered Load (G)
—e—Ps H-NAME —=— Ps No Hidden-Nodes —— Ps Hidden-nodes
7 80%
bt Throughput vs. Load —_
= L R s LTl < EE RN n_""’ 1 - s
£ = Success Probability vs. Load
E’ 0% 1- § 1005 { T
= S
= @
= 50% -l QR T L B
(=}
2
40% 1 = 0%
[
30% oo E
& W%
20% 1
20% 4
10% 1, Offered Load (G)
Offered Load (G) 0% . . . . " .
0% 0% 30% 60% 90% 120% 150% 180%

0% 30%  60%  90%  120%  150%  180%

=+ Ps H-NAME —=— Ps No Hidden-Nodes =—+— Ps Hidden-nodes
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H-NAMe: Hidden-Node Avoidance Mechanism
The Performance.

Delay (seconds)

30 4

25 4

20 4

15

10

Experimental Environment

Localization Delay -Test 1 = Without H-NAMe

= With H-NAMe

10 50 100 500 800 1000
Packets Inter-arrival time (ms)

Number of Hidden Anchor Nodes

Tracking Application

A A
Pl o A
A
\ A
A - A
o escuer robot ‘A Aviesl
A'Target rc:tamA Control Station
A
é A WSN node

Target Remote Control A Triggered
Node

Localization Delay -Test 2

Could not get a position result

® Without H-NAMe
» With H-NAMe

0 5 10 15 20 25 30

Delay until position is discovered (seconds)

Anis Koubaa
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Outline

" Part l. Infroduction to IEEE 802.15.4/ZigBee

" Part Il. Performance Evaluation
= Performance Evaluation of the IEEE 802.15 GTS Worst-Case
= Performance Evaluation of CSMA/CA
= Dimensioning of IEEE 802.15/ZigBee Cluster-Tree Networks
" Part lll. Amendments to the standard
= Enhanced GTS Mechanism for the |IEEE 802.15.4
= Hidden Node Avoidance Mechanism for IEEE 802.15.4 Networks

= Synchronization Mechanism of the |IEEE 802.15.4/ZigBee Cluster-
Tree Wireless Sensor Networks

" Part VI. Tools and Experimental Testbeds

= Implementations
= OPNET Simulation Model of IEEE 802.15.4/ZigBee e

2000
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Part. IV.
Tools and Experimental
Testbeds
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OPEN-ZB IMPLEMENTATION

Related references

Ricardo Severino

On the use of IEEE 802.15.4/ZigBee for Time-Sensitive Wireless Sensor Network Applications
MSc Thesis, Polytechnic Institute of Porto, School of Engineering, October 2008.

BEST EWSN/CONET MSc THESIS AWARD, 2009.

A. Cunha, R. Severino, N. Pereira, A. Koubda, M. Alves,
ZigBee over TinyOS: implementation and experimental challenges
CONTROLO'2008

A. Cunha, A. Koubaa, R. Severino, M. Alves

Open-1B: an open-source implementation of the IEEE 802.15.4/ZigBee protocol stack on TinyOS$S
4th |EEE International Conference on Mobile Ad-hoc and Sensor Systems (MASS 07), Pisa, Italy,
October 2007, pp.1-12

Andre Cunha
On the use of IEEE 802.15.4/ZigBee as federating communication protocols for Wireless Sensor Networks

MSc Thesis, University of Porto, Faculty of Engineering, September 2007.
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.
open-ZB stack

" |EEE 802.15.4/ZigBee protocol stack www.open-zb.net
— nesC/TinyOS
— Crossbow MICAz and TelosB
— |EEE 802.15.4
— LigBee Network Layer

" |EEE 802.15.4/ZigBee Protocol Analysers
— (CC2420 Packet Sniffer for IEEE 802.15.4 v1.0
— Daintree Networks Sensor Network Analyzer

" TinyOS 1.1.15 and TinyOS 2.0
operating system for embedded systems T I ny S

— event-driven execution model
= concurrency model based on tasks and hardware event handlers/interrupts

— developedin nesC - C-like syntax
— TinyOS applications are built out of components wired by interfaces

Ported to TinyOS 2.x as result from our collaboration
with the TinyOS Network Protocol Working Group
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- 1
-ZB stack

open

MLDE DATA no
| MLMWE _DIRECT _FOIM.Me
| WLME_GET ne
[ MME JOINne
| MLME LEAVEnG
MUME NETWORK DISCOVERY no

I sME NETWORK FORMATION ne

1‘I_'estﬁ #.LPL | MUME_PERMIT_JOINIMG nn
Bt fit lication art |/ MLME RESET.nc
Tes, APLM.ne App Supp ; MLME_SET re
________ | [wees | e | p B SR ONTER e
AP BAF . e .
'MAC Interfaces
NWL ! MOCFS DATA NG
MWL e NWL { MCPS PURGEnc
MWLM nc § MLME_ARSOCIATE ne
MLME DISASSOCIATE n
= WMLME_BEACOM MOTIFY. 1
MCPS
_______ Tap Py MME WLWME GET nc
r = MLME_SET .na
MAC Laver MLME_START nc
C Laye MAC MLME_SYNE e
Implemantation MLME MLME_S¥YNC_LOSSrk
Mac ne Layes MLME RESET ro
Pachd.re: MLME_COMM_STATUS.nc
o | — FLME MLME_SUAK ns
_______ aap [ 34F [ MLME GTSnc
T []["y,  MLME ORPHANR:
MLME R _EMABLE nc
PHY Layer PHY PLME || ModEPoiiee
Implamentation Layer
Phy.na Phy Interfaces
Priyhi ne PO_DATA N
PLME_CCA.na
_______ RF-SAP . FLME _EL.ra
Other Files 'y, FHME GETa
% PLME_SETnc
phy_corsth , - .
Py erumaraticns b | Hardwers Abstraction Layer \FLU'«‘_E SET TRLHTATE o
mac_garmst.h
rRac_ardmaratans n Harware (MICAz)
mac_furic.h HFLCC2420C. n:
Frasing ot HPL 024200 ne
HPL CC2420FHF O e
Async Timer HPL G420 tamai. e
TimerAsyrc.ne HPL Timar2.ne
TimerAsyrcC nc H
arware (TELOSB)
Ti
AR HELCE24206 no
HPLCC24200 riz

Anis Koubaa

HPL CC220FIFOM e
HPLCC24200niemapi.re
PSP R Haterrupthd no
MEPAEimemupl no
MEPAZ0ITINGIC A

Engineering 15.4/ZigBee WSNs

"  Phy Module (Physical Layer)
— Transceiver management

= Data transmission/reception

= Received Signal Strength Indication

= Clear Channel Assessment

" Mac Module (Data Link Layer)

Beacon Generation

Synchronization
Association Procedures

CSMA/CA
GIS Management

" NWL Module (Network Layer)

Network topology

Addressing schemes

Neighbour tables

Tree-Routing

December 20, 2009
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R
open-ZB Stack

NWL Interfaces
provided to ASL

MAC Interfaces

! HPLCC2420nterrupt.
provided to NWL PHY Interfaces : HPLCCMDga::Jurz.nr::c
provided to MAC " MSP430Interrupt.nc
HPLCC2420 HPLCC2420Interrupti

HPLCC2420.nc
_______________ HPLCC2420FIFO.nc MSP430Ing
HPLCC2420RAM.nc

Interfaces/modules
implementad

|
Interfaces/modules |
already existing in TinyO3S |
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ZigBee over TinyOS: Problems and Challenges

= Timing and synchronization
| | E E E 802 . ] 5 . 4 is V e ry d e m O n d i n g bi_fired time_slot_fired before_time_slot_fired  backoff_fired sd_fired before_bi_fired

y s us i ® $
= each backoff period corresponds to 20 ) i
symbols (320 us) ! !

1 ! 1y :
| || CAP i Inactive |
| |
| ! |
= motes timer gronulori’ry does not allow 0| 1 Iz | 3la Is |6 I 718 ls |1o |11[12|1a|14|15
having the exact value

= higher BO error
= use equal mote platforms

|
SD = aBaseSuperframeDuration * 2°° symbols

.
»

|
Bl = aBaseSuperframeDuration * 2°° symbols

A TA T

= As experienced, the loss of synchronization can be caused by
multiple factors:

u the processing time of the beacon frame for low BO/SO configurations;

u the mote stack overflow that results in a block or a hard reset;

u the unpredictable delay of the wireless communications;

m The non-real time behaviour of TinyOS;

m the reduced processing capability of the microcontroller in conducting some

of the protocol maintenance tasks (e.g. creating the beacon frame, the
maintenance of GTS expiration and indirect tfransmissions).

89
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ZigBee over TinyOS: Problems and Challenges

= TinyOS Task scheduler
= no tasks prioritization (ongoing proposals) Tlﬁy S
" non pre-emptive

" conseqguences

= interrupt events are captured by event handlers that normally
post a task to the FIFO task queue such that TinyOS schedules its
processing in a FIFO basis

= hard to ensure the stability of the network when the nodes are
generating packets with very low inter-arrival fimes

= to overcome this problem

= yse areal-time operating system
(e.g. ERIKA, nano-RK)

L I:..-': : : "

"1 Nano-RK

90
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OPEN-ZB SIMULATION
MODEL WITH OPNET

Related references

P.Jurcik, A. Koubaa, M. Alves, E. Tovar, Z. Hanzalek,
A Simulation Model for the IEEE 802.15.4 Protocol: Delay/Throughput Evaluation of the GTS Mechanism

IEEE MASCOTS 07, Turkey, 2007.

A. Koubaa, M.Alves, E.Tovar,
A Comprehensive Simulation Study of Slotted CSMA/CA for IEEE 802.15.4 Wireless Sensor Networks

In IEEE IEEE WFCS 2006, Torino (Italy), June 2006.

Petr Jurcik, Anis Koubaa
The IEEE 802.15.4 OPNET Simulation Model: Reference Guide v2.0
IPP-HURRAY Technical Report, HURRAY-TR-070509, May 2007
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open-ZB Simulation Model with OPNI

=  open-source OPNET model
= physical, MAC and application layers
= Supported features
= peacon-enabled mode
= slotted CSMA/CA MAC protocol
=  physical layer characteristics
= pattery module (MICAz/TelosB motes)
= Guaranteed Time Slot (GTS) mechanism
= acknowledged and unacknowledged
application data generator for CAP
= acknowledged or unacknowledged
application data generator for CFP
=  Cluster-Tree (new) - Sept 2009.
|

non-supported features

= Non beacon-enabled mode
= Un-slotfted CSMA/CA MAC protocol

Anis Koubaa

Engineering 15.

The Sensor Node Model

Application Layer
9?( ?sory data fmac command

Batt

ery Module

h &
4
h
N

Batlery_

| IEE

Node Attributes
Altnbute
name
model
CSMA/CA Parameters
Battery
IEEE 802154
I—De\nce Mode
|- MAC Address
# MAC Attributes
= WPAN Settings

F

%
=
B

)

A -~
\ S
\ { R
\ \ |
\ ) —
W= M\
\ v— DEFALLT TR Tiqumee,_s el
e b v

The Slotted CSMA/CA
) Process Model

ety

init wait_T)eacon

N —

.
< idle xermonro s
|

..

N
init_Backoff...c..

2
CCAANd TX . o s o il

e AT

Eack‘gfi;}jmer

|- Beacon Drder
I-Supedrame Drder
Leanip
|- Enable Log File
& Traffic Source
# MAC Command Traffic
# Sensory Data

PAN management (association/disassociation)

4/ZigBee WSNs
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EXPERIMENTAL TESTBED FOR
LINK QUALITY ESTIMATION
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.
LQE-TB: Testbed for Link Quality Evaluation

Active USB Hub S

USB cable
TelosB mote

USB Baclbone:
USE hubs+ USB cables

I

Ry e S

WMEWMA PRR  ETX 4BIT RNP

WMEWMA PRR  ETX 4BIT RNP
- " i . T4 WMEWMA PRR ETX 4BIT RNP
(a) Default settings (b) Packet size : ytes (c) Channel 20

0
WMEWMA PRR  ETX 4BIT RNP WMEWMA PRR  ETX 4BIT  RNP WMEWMA PRR  ETX 4BIT RNP

(d) Burst(100,1000,2) (e) Burst(200,500.4) (f) Synch(200,1000)

Anis Koubaa
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B a
LQE-TB: Testbed for Link Quality Evaluation

— Select Dats - Lirik Guality Estimation
— Expesirmert — F-LOEp
Simulated 1% Feal world Bata SHEL SPRE_MTA " ;
sl Expeti . (153 2 0.2 a0 0%
5F _ihi SR, thE SRR (hd AsL_thE v FLOE
Dxpearriment 10 PTHNEED 11 » i o At
P Humibes @ i s T (R 03 s
|
- VWAREMA T GHMP A8t RHP_ETX_PRR——
. B P Abphu Pt Adpha 0 it m.
Racalys simulstion file o partiousiar
05 (L1 ] ()] e anited
Send samilation file i
4Bt simulation file !
By e 5 Compute LOE
- Expentimant bformations: . LOE Metrics A il :
Temporal behawior % rlndﬂl} L&E distribetion
Humber of nodes
*_'“ Havdes et Fircle inos
Eaichivient s Do O - *
: T
Traiffic ; Bt 3 g
Total sent packols 1 100 : 4
T
Bumsn winda s 5 .
inerpacket Etervals 1024 Tevupueral beduinu Scatior plot
Redransnission : 0] Corralation keuel Probability disiribution
Payload sies m Extimiabey €.alimalce Erispirical COFs Sraliiy
Tx povesr : 3 Bedrnedof cideriahoss il acjusting
Channel & w5 Corralsiion Deta Facioe | - Staleity

Sedet the swerage window sive (wi
“Each mrdrec will be computed over eath (w) patiets™

Whiniliw &ize o cormpate L GG
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) TR | eroebar Gragti
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PRI = f{r=si) PREL = fisaw} PoREL = (ric}

Lt Graph | G apeti

Wndow size 100 Amametny levsla
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CLUSTER-TREE DIMENSIONING
TOOL WITH MATLAB
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.
Cluster-Tree Dimensioning Tool with MATLAB

" Enables worst-case network analysis & dimensioning
— minimum duty-cycle still satisfying deadlines

Anis Koubaa

) warst-Case Dimensicning of Cluster-Tree Wireless Sensor hetworks

Werst-Case Dimensioning of Cluster-Tree Wireless Sensor Networks

Application to IEEE 802.15.4/Zighee Hetworks

— INPUT PARAMETERS
— Cluster-Tree Specification
Hrouter HNend_node

Superframe Duration (S0)

I 245.7% ms

H Hsink

[ 2 [ 1 ]

[" sensing capabhilty of the routers

z I 0 Time Slol Duralion [T5)

I 1536 ms

max UPDU

I = hits

= =] 3

— IEEE BO2.15.4 WHAN Setting
Beacon Interval (Bl

Humber of routers

[oeeor  ms
—

 Sensor-based Traffic Bandwidth per TS (R_TS) Duty Cycle .
bdata rdata (max 0.911 khps) [ osms2s  kbps 125 b
7 i I kb
0576  khits 0.320 ps _ Delay Bounds
Ddata ffrom end node 10 routen 342528 sec

[ ACK enahle

— IEEE 802.15.4 Parameters

0] BO (min 7)

L CFP (max= 15)

(. | 7

Worst-case endto-end delay IW .

(sum of per-hop delays)

Waorsl-case end-to-end delay 968915 e

jend-to-end service curve)

- KD

[ show graphs
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WIFI/15.4 GATEWAY

Related references

J. Leal, A. Cunha, M. Alves, A. Koubaa,
On a IEEE 802.15.4/ZigBee to IEEE 802.11 Gateway for the ART-WiSe Architecture

ETFA’07 (WiP)
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A
WiFi/15.4 Gateway

WiFi Module (A)

-

v | | M=% L now s
Mz;ﬂnagemean Data
o ° essage essage
= ART-WiSe gateway architecture Pt L CLLRR R R
Module Discard
Two Tier ZigBee to WiFi Gateway () Mo j» Proxy Service
ZigBee Module | [ Service Module |(  WiFi Module | Mosene 12 |}
WiFi Device Table BE
ZigBee Device Table .------------_F'.F{I".S.RI-.l ...... .F .... EE. ....... —
ZigBee Coordinator _ %a;(?:;?:a?;wdzirr thi(s’;dB;: . ' HRT/SRT
Proxy Service © PAN-Coordinator
Tier2 Routing ;
Mechanism or
4} <j’t> <j’r\> A ) IEEE sog.$5,142igaee t
=5 = E Network
Tier 2 IEEE802.11Network Tier 1 IEEE802.15.4 Network
=  Gateway behavior
o ron oeh = Synchronous behavior (time-critical
Tier2 + 4 4 messages)
%) BE .
> 2 20 = Asynchronous behavior (normal
©
2 £, . § messages)
8 £ & § £ Pov - :
G| S o Traffic classes
o > A, ® HRT - Hard Real Time, for high priorit
« <
BE . . . .
Tier1 v v o = SRT - Soft Real Time, for medium priority
GTs CSMCA P = BE - Best Effort, for low priority
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WiFi/15.4 Gateway

" First experimental prototype o :---_...m:.
of the ART-WiSe gateway b~

IEEE 802.11 \
Access Polnt

t JJ
Nndn 5 Slnk
Tier 1 Tier 1
Zlgﬂea Network 2 ZIQBan Network 1
E-IgBu

IEEE BO2.11 Station
association link

— ilgﬂ'-n pargni-child
association link

() ZigBeo node

1. Stargate Single Board
Computer

2. MICAz mote - |[EEE
802.15.4/ZigBee coordinator

3. |EEE802.11 board
4. Memory card
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I AW
http:/ /www.hurray.isep.ipp.pt/ART-WiSe

} ART-WiSe - Architecture for Real-Time communication in Wireless Sensor networks - Mozilla Firefox

File  Edit  Miew History  Bookmarks Tools  Help <

Home
About
[News
People
Fublications
Test-beds
Tools

Open-ZB
IPP-HURRAYI

The ART-WiSe (hrchitecture for Real-Time cammunication in Wireless Sensar netwarks) research
framewark aims at devising new communication architectures and mechanisms in order to

Latest Mews improve the Guality-of-Service (Q08) in large-scale distributed embedded systems, such as in
Wireless Sensor Metworks (WSNE).

2008-07-25 Qur research differs from others mainly due to the merging of two concerns: 1) to achieve traffic
Prof. Peter Steenkiste differentiation and time-bounded communications in these large-scale networked resource
(et Phassass ~e meen adifaames D ronctrainan cwctarnc: and i tn rolw ne ctandard roarmranaicatineg nratnrnle anf
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I W
http:/ /www.open-ZB.net

7 ppen-ZB.net - OpenSource Toolset for IEEE 802.15.4 and ZipBee - Mozilla Firefox

File  Edit  Yiew History  Bookmarks  Tools  Help ki

Welcome to open-zb web page!

The open-£B web site aims at disseminating open source implementations of the
s S S0 n Al Eee protocols, namely providing the following toolset:

Experimental Tools:

» |mplementation of heacon-enahled mode of the IEEE 802.15.4 protocol stack developed in
, under the operating system v1.1.15 and version 2.0 {new) for the
MICAZ and TelosB motes;

» |mplementation of the ZigBee Metworlk Laver {including the IEEE 802.145.4) supporting the
Cluster-tree topology, featuring our proposed mechanism to schedule de beacon
transmission, the Time Division Beacon Scheduling

Simulation Tools:

* A simulation model built using for the IEEE 802.15.4 heacon-enabled mode
featuring the star topology

Other ToolsfUtilities:

» |EEE 802.15.4 heacan-enabled superframe configuration toal - WPAMN Calculus tool

o Worst-Case Dimensioning of IEEE 802.145.4/FZigBee Cluster-Tree Wireless Sensor
MHetworks - MATLAB tool

200807 -25

Prof. Peter Steenkiste

This toolset iz being developed within the , in the context of the

wwhirh gime at tho docinn of an architactiire for irmarmvinn tho tirminn and
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Conclusions

" The war of standard protocols: Who winse

— |EEE 802.15.4/ZigBee, 6lowpan, WirelessHart, ISA100

" |Inferoperability becomes a main issue for CPS

— IPis main component in the design of Large-Scale and

Interoperable CPS
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