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Introduction
The KeyStone devices provide many features, which can support users to build robust application on it. Following figure shows those features.
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Figure 1. Robust system on Keystone devices

With DSP core, EDMA and SRIO as test master respectively, the STK verifies below features:
1. Memory protection for L1D, L1P, LL2, SL2, DDR3, reserved space and peripherals;

2. L1P ED, EDC for L2, SL2;

3. EDMA error handling;

4. Watch-dog error;

5. Interrupt drop detection. 

Refer to “KeyStone_1_Self_Test_Kit_User's_Guide(READ ME FIRST).doc” for some common information about K1 STK.

1 Test Method

1.1 Memory Protection
Configure the memory access permission, when a master access the memory, its permission is checked and exception will happen when it is denied. The STK manually lets one of the DSP core, EDMA or SRIO master to access the memory to trigger exception.
The pseudocode for L1 memory protection is:
Configure the L1 memory as all cache and deny any other masters’ access at initialization;
Access the L1 memory to trigger error;

The pseudocode for LL2 memory protection is:

Modify the related MPPA access permission according to the data address;

Access the protected memory to trigger error;

The pseudocode for SL2/DDR3 memory protection is:

Modify the MPAX configuration;

Access the protected memory to trigger error;

The pseudocode for peripherals configuration space protection is:

Modify the related MPU MPPA access permission according to the address;

Access the protected memory to trigger error;
1.2 Error Detection and Correction (ED/ECC)
L1P only supports error detection (ED), LL2, SL2 and DDR support error detection and correction. STK manually generates bit error to trigger exception with DSP core or DMA as master.
The pseudocode for EDC test is:

Pend the EDC;

Inject error;

Enable EDC;

Access data to trigger the error;
1.3 Other Robust Features
Besides the memory protection and EDC/ECC, the watch-dog, EDMA error, and interrupt drop error are verified. 

Timer 0 through (N-1) are dedicated to each of the N CorePacs as a watchdog. The STK configures the Timer N in watch-dog mode, and stop servicing the dog to generate NMI exception.

To generate EDMA error, a NULL transfer and an EDMA transfer with destination address 0 are configured and triggered.

To test interrupt drop error, Timer N, N is the number of core, is configured in periodic mode to generate interrupt, but as the interrupt service is disabled, the timer N periodic interrupt is not serviced, and then the interrupt drop error event is generated.

1.4 Exception location
Normally, exception is captured about 10~100 cycles after the access violation, which depends on many factors including the operation type, the target module which generates exception event... For example, for a write operation to a register protected by MPU, the delay includes: the delay of the write instruction from DSP core to the register; and the delay for the error event routing from the MPU to CIC and then to CorePac exception module. So if the test function is written like below:

test_func()

{

  illegal access;  //to trigger the exception

  return;

} 
The NRP captured by the exception module will be in the location of parent function which call this test function. 

To make the NRP correlates to the function which triggers the exception more obviously, in STK, the function is implemented like below:

test_func()

{

  illegal access;  //to trigger the exception

  asm(" nop 5");

  asm(" nop 5");

  ……

  asm(" nop 5"); 
/*NRP should be around the address of this instruction*/

  asm(" nop 5");

  return;

} 
2 Test cases
2.1 Memory Protection
As shown in figure 1, there are many memory protection modules, following table summarizes their difference.

Table 1. Different memory protection modules

	Memory protection module 
	Position in System
	page/segment/range
	Comments

	
	
	Number
	Size
	

	L1D memory protection 
	Slave port
	16
	2KB
	Each CorePac has one set of L1D, L1P, LL2 and XMC.

	L1P memory protection 
	Slave port
	16
	2KB
	

	LL2 memory protection 
	Slave port
	32
	(LL2 size)/32
	

	XMC MPAX
	Master port
	16
	Programmable
	

	SMS MPAX
	Master port
	8
	Programmable
	Each Privilege ID has a pair of SMS and SES.

	SES MPAX
	Master port
	8
	Programmable
	

	MPU
	Slave port
	1~16


	Programmable
	Refer to device specific data manual for number of ranges and programmable size for each MPU.


All the memory protection features in table1 are tested with manually generated error.

For L1 memory protection, L1 are configured as all cache and all the memory protection page attribute registers are cleared to deny any other masters’ access. EDMA and DSP core are used as master to access the L1, and then the L1 memory protection exception is triggered.
For LL2 memory protection, EDMA is used as master to trigger exception.
For XMC MPAX, DSP core is used as master to access the protected SL2 and DDR memory to trigger exception.
For SES/SMS MPAX, EDMA and SRIO are used as master to access the protected SL2/DDR to trigger exception.

The MPU is used to protect the configure space of slave peripherals. The STK configures MPU0 to deny all the access to PLL registers, and exception is generated when DSP core access the one of the PLL registers. The STK also configures the MPU1 and MPU2 to prevent some queues from being accessed by DSP cores, and then triggers expectation by DSP core accessing.
2.2 EDC/ECC
EDC (Error Detection and Correction) or ECC (Error Checking and Correcting) are designed for soft error. EDC or ECC mechanism are implemented through keystone all levels of memory, following table compares these mechanism in different memory modules: 

Table 2.  EDC/ECC mechanism implement in keystone memory
	memory
	error detection
	Error correction
	Segment line size

	L1P
	1 bit
	N/A
	64bit

	CorePac L2
	2 bit
	1bit
	128bit

	Shared L2 (MSMC)
	2 bit
	1bit
	256bit

	DDR
	2 bit
	1bit
	64bit


For L1P, one bit error is injected into L1P cache, IDMA is used to access it to trigger exception.
For LL2, 1, 2 and 3 bit error are injected into LL2 code and data space, IDMA and DSP core are used to access them to trigger exception.

For SL2, one bit error is injected into SL2 code and data space, EDMA and DSP core are used to trigger the exception.

3 Test code/project
This section introduces the implementation of these robust features tests on KeyStone 1 DSP include the C6678, C6670, TCI6614.
3.1 CCS project

Following figure shows the directory structure of the test project.
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Figure 2. Directory structure of test project

The project files are in “Robust” folder. There is some commonly used initialization and driver code for DDR, EDMA and PLL… in “common” folder. The main source code files are in the “Robust\src” subfolder. Below table describes these source files.

Table 3. Source files of the example codes

	Source files
	Functions
	Descriptions

	Keystone_common.c/h
	L1P_EDC_setup
LL2_EDC_setup
LL2_EDC_scrubbing_timer_setup
KeyStone_SL2_EDC_enable
Robust_Interrupts_Init
KeyStone_MSMC_MP_interrupt_en
KeyStone_MPU_interrupts_enable
KeyStone_Exception_cfg
	Initialization for EDC, ECC and interrupt controller mapping. 

	Robust_xxx.c/h
	L1D_MP_test
L1P_MP_test
LL2_MP_test
XMC_SL2_MP_test
XMC_DDR_MP_test
SMS_SL2_MP_test
SES_DDR_MP_test
peripheral_MP_test
Reserved_Space_Test
	Implementation of below memory protection features.

L1D, L1P, LL2, 

XMC_SL2, XMC_DDR, 

SMS_SL2, SES_DDR,

Slave MPU, 

reserve space protection

	
	L1P_ED_test
LL2_EDC_test
SL2_EDC_test
DDR_ECC_test
	Implementation of EDC/ECC features.

L1P ED,

LL2 EDC,

SL2 EDC,

DDR ECC

	
	watch_dog_test
EDMA_ERROR_test
INT_drop_test
	Implementation of other robust features.

Watch-dog error,

EDMA error handling,

Interrupt drop error.


3.2 To run the test program on KeyStone 1 EVM

The test program can be run on EVMs of C6670, C6678, or TCI6614. 

The steps to run the test cases on EVM board are:

1. extract (or install) the package, and switch CCS workspace to the extracted folder (or installation folder)

2. import the project to CCS

3. build the project. You may need to change the CSL including path, by default the project use CSL header files in: C:\ti\pdk_C6678_1_1_2_6\packages\ti\csl
4. Set the boot mode of the device on EVM to no boot.

5. load the program to core 0 of a DSP.

6. run the core, then you should see output in console window.

Refer to appendix of this document to see the typical test output.
3.3 Test configuration
There are multiple macros defined in the source code to configure the test.

Each robust feature can be configured to be tested or not through following macros in “Robust_System.c”. The value of “1” means enable the test, and “0” means disable the test.
#define L1D_MP_TEST 

1

#define L1P_MP_TEST 

1

#define LL2_MP_TEST 

1

#define XMC_SL2_MP_TEST 
1

#define XMC_DDR_MP_TEST 
1

#define SMS_SL2_MP_TEST 
1

#define SES_DDR_MP_TEST 
1

#define PERIPHERAL_MP_TEST 
1

#define L1P_ED_TEST 

1

#define LL2_EDC_TEST 

1

#define SL2_EDC_TEST 

1

#define DDR_ECC_TEST 

0 
/*only for EVM with ECC memory*/

#define EDMA_ERROR_TEST 
1

#define WATCH_DOG_TEST 

1

/*reserved space test can not safely return, thus other tests after this will not run,

to run following tests, this test must be disabled.*/

#define RESERVED_SPACE_TEST 1

/*interrup drop test can not safely return, thus other tests after this will not run,

to run following tests, this test must be disabled.*/

#define INT_DROP_TEST 

1

#define BIT_PATTERN_FILLING_TEST 

1

#define ADDRESS_TEST 


1

#define BIT_WALKING_TEST 


1
It is possible that the test program stops after one of the test cases with following output information.

Exception happened at a place can not safely return!
This is a normal behavior. To run other test cases after this case, this test case should be disabled and rebuild/rerun the test.
3.4 Migrate the test to custom board
These tests are implemented based on TI’s EVM boards. In your real system, the DDR configuration may be changed according to your hardware design in the function KeyStone_DDR_init() in “KeyStone_DDR_Init.c”, and it is need to change the input parameters of the function KeyStone_DDR_init.
The DSP core speed may also be changed therefore it is need to change the input parameters of the function KeyStone_main_PLL_init.
To make your own configurations take effect, you must rebuild the project. Since CSL (Chip Support Library) header files are used by these projects, you may need change CSL including path in your system before you rebuild the project.
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Appendix: Typical test output

Below is the test output on C6678 EVM.

JTAG ID= 0x1009e02f. This is C6678/TCI6608 device, version variant = 1.

DEVSTAT= 0x00010081. little endian, No boot or EMIF16(NOR FLASH) or UART boot, PLL configuration implies the input clock for core is 50MHz.

SmartReflex VID= 47, required core voltage= 1.001V.

Die ID= 0x02011014, 0x04010169, 0x00000000, 0x40680021

Device speed grade = 1000MHz.

Initialize DSP main clock = 100.00MHz/1x10 = 1000MHz

Initialize DDR speed = 66.67MHzx/1x20 = 1333.333MTS

Enable Exception handling...

SRIO path configuration 4xLaneABCD                     

===================-L1D memory protection test-==================

!!!DMA write to L1D at 0x00F00000...

External exception happened. MEXPFLAG[2]=0x80000000.

External exception happened. MEXPFLAG[3]=0x8000000.

  EDMA module 0 error

    TC 0 error happened

      EDMA3TC has detected an error at source or destination address.

      write error (10). TCC= 0. TCINTEN= 1. TCCHEN= 0

  Event 123: DMC_DMPA DMA memory protection fault for L1D

  memory protection exception caused by master with ID 0 at 0xf00000

  Supervisor Write violation

NRP=0xc015138, NTSR=0x1000d, IRP=0x0, ITSR=0x0, TSCH= 0x0, TSCL= 0xbabfa7

 B3=0xc0150e0, A4=0x1070, B4= 0x2701010, B14= 0x83a050, B15= 0x838f88

!!!DSP core write to L1D at 0x00F00100...

External exception happened. MEXPFLAG[3]=0x4000000.

  Event 122: DMC_CMPA CPU memory protection fault for L1D (and other memory read finally goes through the L1D controller)

  memory protection exception caused by local access at 0xf00100

  Supervisor Write violation

NRP=0xc01516a, NTSR=0x1000d, IRP=0x0, ITSR=0x0, TSCH= 0x0, TSCL= 0xbc4345

 B3=0xc015150, A4=0xf00100, B4= 0xc019ac0, B14= 0x83a050, B15= 0x838f88

!!!DSP core write to gpCGEM_regs->L1DMPPA[0] register at 0x184ae40 without unlocking...

External exception happened. MEXPFLAG[3]=0x4000000.

  Event 122: DMC_CMPA CPU memory protection fault for L1D (and other memory read finally goes through the L1D controller)

  memory protection exception caused by local access at 0x184ae40

  Supervisor Write violation

NRP=0xc0151aa, NTSR=0x1000d, IRP=0x0, ITSR=0x0, TSCH= 0x0, TSCL= 0xbd66c1

 B3=0xc015194, A4=0x59, B4= 0x184ae40, B14= 0x83a050, B15= 0x838f88

===================-L1P memory protection test-==================

!!!DMA write to L1P at 0x00E00000...

External exception happened. MEXPFLAG[2]=0x80000000.

External exception happened. MEXPFLAG[3]=0x2000000.

  EDMA module 0 error

    TC 0 error happened

      EDMA3TC has detected an error at source or destination address.

      write error (10). TCC= 0. TCINTEN= 1. TCCHEN= 0

  Event 121: PMC_DMPA DMA memory protection fault for L1P

  memory protection exception caused by master with ID 0 at 0xe00000

  Supervisor Write violation

NRP=0xc01502a, NTSR=0x1000d, IRP=0x0, ITSR=0x0, TSCH= 0x0, TSCL= 0xbe57e7

 B3=0xc014fd0, A4=0x1070, B4= 0x2701010, B14= 0x83a050, B15= 0x838f90

!!!DSP core write to gpCGEM_regs->L1PMPPA[0] register at 0x184a640 without unlocking...

External exception happened. MEXPFLAG[3]=0x1000000.

  Event 120: PMC_CMPA CPU memory protection fault for L1P

  memory protection exception caused by local access at 0x184a640

  Supervisor Write violation

NRP=0xc015074, NTSR=0x1000d, IRP=0x0, ITSR=0x0, TSCH= 0x0, TSCL= 0xc00db3

 B3=0xc015058, A4=0x59, B4= 0xffffffff, B14= 0x83a050, B15= 0x838f90

===================-LL2 memory protection test-==================

EDMA write to 0x10828000, which is allowed for external access...

!!!EDMA write to 0x10820000, which is protected against external access...

External exception happened. MEXPFLAG[2]=0x80000000.

External exception happened. MEXPFLAG[3]=0x20000000.

  EDMA module 0 error

    TC 0 error happened

      EDMA3TC has detected an error at source or destination address.

      write error (10). TCC= 0. TCINTEN= 1. TCCHEN= 0

  Event 125: UMC_DMPA DMA memory protection fault for L2 

  memory protection exception caused by master with ID 0 at 0x820000

  Supervisor Write violation

NRP=0xc010084, NTSR=0x1000d, IRP=0x0, ITSR=0x0, TSCH= 0x0, TSCL= 0xc194ef

 B3=0xc01002a, A4=0x1070, B4= 0x2701010, B14= 0x83a050, B15= 0x838f78

!!!DSP core write to gpCGEM_regs->L2MPPA[0] register at 0x184a200 without unlocking...

External exception happened. MEXPFLAG[3]=0x10000000.

  Event 124: UMC_CMPA CPU memory protection fault for L2 

  memory protection exception caused by local access at 0x184a200

  Supervisor Write violation

NRP=0xc0100c6, NTSR=0x1000d, IRP=0x0, ITSR=0x0, TSCH= 0x0, TSCL= 0xc34a45

 B3=0xc0100b0, A4=0x58, B4= 0x184a200, B14= 0x83a050, B15= 0x838f78

===================-XMC SL2 memory protection test-==============

DSP core write to 0xc110400 which is write-only...

DSP core read from 0xc12c808 which is read-only...

!!!DSP core read from 0xc11883f which is write-only...

External exception happened. MEXPFLAG[3]=0x4000000.

  Event 122: DMC_CMPA CPU memory protection fault for L1D (and other memory read finally goes through the L1D controller)

  memory protection exception caused by local access at 0xc11883f

  Supervisor Read violation

NRP=0xc016616, NTSR=0x1000d, IRP=0x0, ITSR=0x0, TSCH= 0x0, TSCL= 0xc9a65a

 B3=0xc016608, A4=0x38, B4= 0xc, B14= 0x83a050, B15= 0x838f80

!!!DSP core write to 0xc12d44c which is read-only...

External exception happened. MEXPFLAG[3]=0x4000.

  Event 110: MDMAERREVT XMC VBUSM error event

  memory protection exception caused by local access at 0xc12d440

  Supervisor Write violation

NRP=0xc01664e, NTSR=0x1000d, IRP=0x0, ITSR=0x0, TSCH= 0x0, TSCL= 0xcab1e5

 B3=0xc01663c, A4=0x36, B4= 0x11, B14= 0x83a050, B15= 0x838f80

!!!DSP core write to gpXMC_regs->XMPAX[0].XMPAXL register at 0x8000000 without unlocking...

External exception happened. MEXPFLAG[3]=0x4000.

  Event 110: MDMAERREVT XMC VBUSM error event

  memory protection exception caused by local access at 0x8000000

  Supervisor Write violation

NRP=0xc01668a, NTSR=0x1000d, IRP=0x0, ITSR=0x0, TSCH= 0x0, TSCL= 0xcbcfc5

 B3=0xc016670, A4=0xffffffff, B4= 0xc019ac0, B14= 0x83a050, B15= 0x838f80

===================-XMC DDR memory protection test-==============

DSP core write to 0x81000400 which is write-only...

DSP core read from 0x81020808 which is read-only...

!!!DSP core read from 0x8100883f which is write-only...

External exception happened. MEXPFLAG[3]=0x4000000.

  Event 122: DMC_CMPA CPU memory protection fault for L1D (and other memory read finally goes through the L1D controller)

  memory protection exception caused by local access at 0x8100883f

  Supervisor Read violation

NRP=0xc016d26, NTSR=0x1000d, IRP=0x0, ITSR=0x0, TSCH= 0x0, TSCL= 0xd4d35e

 B3=0xc016d14, A4=0x39, B4= 0xffffff81, B14= 0x83a050, B15= 0x838f80

!!!DSP core write to 0x8102144c which is read-only...

External exception happened. MEXPFLAG[3]=0x4000.

  Event 110: MDMAERREVT XMC VBUSM error event

  memory protection exception caused by local access at 0x81021440

  Supervisor Write violation

NRP=0xc016d62, NTSR=0x1000d, IRP=0x0, ITSR=0x0, TSCH= 0x0, TSCL= 0xd5e133

 B3=0xc016d4c, A4=0x37, B4= 0x8102144c, B14= 0x83a050, B15= 0x838f80

===================-SMS SL2 memory protection test-==============

EDMA copy from 0xc128000 (read-only) to 0xc100000 (write-only)...

!!!EDMA copy from 0xc108000 (write-only) to 0xc129000 (read-only)...

External exception happened. MEXPFLAG[0]=0x400.

External exception happened. MEXPFLAG[2]=0x80000000.

  EDMA module 0 error

    TC 0 error happened

      EDMA3TC has detected an error at source or destination address.

      read error (2). TCC= 0. TCINTEN= 1. TCCHEN= 0

  Event 10 : MSMC_mpf_error_n MSMC Memory protection fault indicators for local CorePac

  memory protection exception caused by master 16 (PrivID= 0) at address 0xc108000

NRP=0xc010a90, NTSR=0x1000d, IRP=0x0, ITSR=0x0, TSCH= 0x0, TSCL= 0xdc25c1

 B3=0xc010a64, A4=0x1070, B4= 0x2701010, B14= 0x83a050, B15= 0x838f30

!!!DSP core write to gpMSMC_regs->SMS_MPAX_PER_PRIVID[0].SMS[0].MPAXL register at 0xbc00200 without unlocking...

External exception happened. MEXPFLAG[3]=0x4000.

  Event 110: MDMAERREVT XMC VBUSM error event

  MDMA write status error detected

  XID (Transaction ID)= 14

  Privilege error

NRP=0xc010afa, NTSR=0x1000d, IRP=0x0, ITSR=0x0, TSCH= 0x0, TSCL= 0xddf8d8

 B3=0xc010ad0, A4=0x72, B4= 0xbc00200, B14= 0x83a050, B15= 0x838f30

--------------------SRIO SMS SL2 memory protection test---------------

SRIO copy from 0xc12a000 (read-only) to 0xc108000 (write-only)...

!!!SRIO copy from 0xc12a000 (read-only) to 0xc129000 (read-only)...

External exception happened. MEXPFLAG[2]=0x80000000.

  memory protection exception caused by master 54 (PrivID= 9) at address 0xc129000

NRP=0xc010d6c, NTSR=0x1000d, IRP=0x0, ITSR=0x0, TSCH= 0x0, TSCL= 0xdf3f1b

 B3=0xc010d3a, A4=0x838f54, B4= 0xc12a000, B14= 0x83a050, B15= 0x838f30

===================-SES DDR memory protection test-==============

EDMA copy from 0x81024000 (read-only) to 0x81010000 (write-only)...

!!!EDMA copy from 0x81018000 (write-only) to 0x81025000 (read-only)...

External exception happened. MEXPFLAG[0]=0x400.

External exception happened. MEXPFLAG[2]=0x80000000.

  EDMA module 0 error

    TC 0 error happened

      EDMA3TC has detected an error at source or destination address.

      read error (1). TCC= 0. TCINTEN= 1. TCCHEN= 0

  Event 10 : MSMC_mpf_error_n MSMC Memory protection fault indicators for local CorePac

  memory protection exception caused by master 16 (PrivID= 0) at address 0x81018000

NRP=0xc010410, NTSR=0x1000d, IRP=0x0, ITSR=0x0, TSCH= 0x0, TSCL= 0xe83d3a

 B3=0xc0103e4, A4=0x1070, B4= 0x2701010, B14= 0x83a050, B15= 0x838f28

!!!DSP core write to gpMSMC_regs->SES_MPAX_PER_PRIVID[0].SES[0].MPAXL register at 0xbc00600 without unlocking...

External exception happened. MEXPFLAG[3]=0x4000.

  Event 110: MDMAERREVT XMC VBUSM error event

  MDMA write status error detected

  XID (Transaction ID)= 4

  Privilege error

NRP=0xc01047a, NTSR=0x1000d, IRP=0x0, ITSR=0x0, TSCH= 0x0, TSCL= 0xea0dea

 B3=0xc010450, A4=0x72, B4= 0xbc00600, B14= 0x83a050, B15= 0x838f28

--------------------SRIO SES DDR3 memory protection test---------------

SRIO copy from 0x81026000 (read-only) to 0x81018000 (write-only)...

!!!SRIO copy from 0x81026000 (read-only) to 0x81025000 (read-only)...

External exception happened. MEXPFLAG[2]=0x80000000.

  memory protection exception caused by master 54 (PrivID= 9) at address 0x81025000

NRP=0xc0106ec, NTSR=0x1000d, IRP=0x0, ITSR=0x0, TSCH= 0x0, TSCL= 0xeb55a3

 B3=0xc0106ca, A4=0x838f4c, B4= 0x81026000, B14= 0x83a050, B15= 0x838f28

===================-peripherals protection test-=================

!!!Write to PLL register at 0x02310110 which is protected by MPU0...

External exception happened. MEXPFLAG[2]=0x80000000.

External exception happened. MEXPFLAG[3]=0x80000000.

  MPU 0 protection violation error

  The MSTID 8 (PRIVID 0) triggered MPU error at 0x2310110 with secure access

  Supervisor write fault!

  Event 127: EMC_BUSERR Bus Error Interrupt for global configuration space between 0x01C00000 - 0x07FFFFFF

  CFG write status error detected

  XID (Transaction ID)= 14

  Privilege error

NRP=0xc016866, NTSR=0x1000d, IRP=0x0, ITSR=0x0, TSCH= 0x0, TSCL= 0xec842a

 B3=0xc016844, A4=0x45, B4= 0x2310110, B14= 0x83a050, B15= 0x838f90

MPU 2 setup 11 of 16 ranges.

DSP core Pop descriptor from queue 2049 at 0x2a2801c in a read-only range...

!!!DSP core Push descriptor to queue 2049 at 0x2a2801c in a read-only range...

External exception happened. MEXPFLAG[2]=0x80000000.

External exception happened. MEXPFLAG[3]=0x80000000.

  MPU 2 protection violation error

  The MSTID 8 (PRIVID 0) triggered MPU error at 0x2a2801c with secure access

  Supervisor write fault!

  Event 127: EMC_BUSERR Bus Error Interrupt for global configuration space between 0x01C00000 - 0x07FFFFFF

  CFG write status error detected

  XID (Transaction ID)= 12

  Privilege error

NRP=0xc0167b0, NTSR=0x1000d, IRP=0x0, ITSR=0x0, TSCH= 0x0, TSCL= 0xee9045

 B3=0xc016794, A4=0x50, B4= 0xc133980, B14= 0x83a050, B15= 0x838f60

DSP core Push descriptor to queue 2049 at 0x3402801c in a writeable range...

====================L1P ED test=================================

!!!manually generate one bit error in L1P cache for function at 0x800860, and then execute it...

internal excpetion happened. IERR=0x9.

  Instruction fetch exception

  Opcode exception

  L1P Cache parity check error caused by program fetch at address 0x800860

NRP=0x800842, NTSR=0x1000d, IRP=0x0, ITSR=0x0, TSCH= 0x0, TSCL= 0xf0888d

 B3=0xc01639c, A4=0x1820100, B4= 0x1820100, B14= 0x83a050, B15= 0x838f60

!!!manually generate one bit error in L1P cache at 0xe00860, and then read it by DMA...

External exception happened. MEXPFLAG[3]=0x20000.

  Event 113: PMC_ED Single bit error detected during DMA read

  L1P RAM parity check error caused by DMA at address 0xe00860

NRP=0xc016430, NTSR=0x1000d, IRP=0x0, ITSR=0x0, TSCH= 0x0, TSCL= 0xf1c0eb

 B3=0xc01641a, A4=0xe00840, B4= 0x1820100, B14= 0x83a050, B15= 0x838f60

===================-LL2 EDC test-================================

--------------------LL2 data EDC test----------------------------

!!!manually generate 3 bit error in data at 0x83a2e8, and then read it...

External exception happened. MEXPFLAG[3]=0x200000.

  Event 117: UMC_ED2 Uncorrected bit error detected

  LL2 EDC error (non-correctable) at address 0x83a2e0 caused by L1D access.

  total non-correctable error number= 1, total correctable error number= 0.

NRP=0xc00f282, NTSR=0x1000d, IRP=0x0, ITSR=0x0, TSCH= 0x0, TSCL= 0xf2e3c4

 B3=0xc00f1b2, A4=0x1, B4= 0x7, B14= 0x83a050, B15= 0x838f60

!!!manually generate 2 bit error in data at 0x83a2e8, and then read it...

External exception happened. MEXPFLAG[3]=0x200000.

  Event 117: UMC_ED2 Uncorrected bit error detected

  LL2 EDC error (non-correctable) at address 0x83a2e0 caused by L1D access.

  total non-correctable error number= 2, total correctable error number= 0.

NRP=0xc00f354, NTSR=0x1000d, IRP=0x0, ITSR=0x0, TSCH= 0x0, TSCL= 0xf434b5

 B3=0xc00f2a6, A4=0x10001, B4= 0x3, B14= 0x83a050, B15= 0x838f60

!!!manually generate one bit error in data at 0x83a2e8, and then read it...

External exception happened. MEXPFLAG[3]=0x200000.

  Event 117: UMC_ED2 Uncorrected bit error detected

  LL2 EDC error (non-correctable) at address 0x83a2e0 caused by L1D access.

  total non-correctable error number= 3, total correctable error number= 0.

NRP=0xc00f422, NTSR=0x1000d, IRP=0x0, ITSR=0x0, TSCH= 0x0, TSCL= 0xf587b6

 B3=0xc00f37a, A4=0x1840044, B4= 0x1, B14= 0x83a050, B15= 0x838f60

!!!scrub the corrupted data to fix the error...

  LL2 EDC (correctable) at bit 64 of address 0x83a2e0 caused by DMA access.

  total non-correctable error number= 3, total correctable error number= 1.

IRP= 0xc00f4ae, ITSR= 0xd. TSCH= 0x0, TSCL= 0xf6ab73

read the data again...(no error happens again)

--------------------LL2 code EDC test----------------------------

!!!manually generate one bit error in a function at 0x800820, and then execute the function...

  LL2 EDC (correctable) at bit 13 of address 0x800820 caused by L1P access.

  total non-correctable error number= 3, total correctable error number= 3.

IRP= 0x800806, ITSR= 0xd. TSCH= 0x0, TSCL= 0xf7a2a3

one bit error was corrected with previous execution. Execute the function again...(no error happens again)

===================-SL2 EDC test-================================

!!!manually generate one bit error in a function at 0xc019c80, and then execute the function...

SL2 Correctable error occurred at bit 13 of address 0xc019c80 by PrivID 0 (from C66x CorePacs)

IRP= 0xc019c74, ITSR= 0xd. TSCH= 0x0, TSCL= 0xf8b3f0

one bit error was corrected with previous execution. Execute the function again...(no error happens again)

!!!manually generate one bit error data at 0xc137000, and then read it...

SL2 Correctable error occurred at bit 8 of address 0xc137000 by PrivID 0 (from C66x CorePacs)

IRP= 0xc011050, ITSR= 0xf. TSCH= 0x0, TSCL= 0xf96a4b

!!!manually generate one bit error data at 0xe0000000, and then read it...

SL2 Correctable error occurred at bit 8 of address 0xc137000 by PrivID 0 (from C66x CorePacs)

IRP= 0xc011050, ITSR= 0xf. TSCH= 0x0, TSCL= 0xfa1a3f

===================-EDMA Error test-===========================

!!!start a NULL transfer with EDMA CC0 Channel 0, to trigger event miss error...

External exception happened. MEXPFLAG[2]=0x80000000.

  EDMA module 0 error

    EDMA Channel 0 event missed.

NRP=0xc016e18, NTSR=0x1000f, IRP=0xc011050, ITSR=0xf, TSCH= 0x0, TSCL= 0xfaa1cd

 B3=0xc016da4, A4=0x404, B4= 0x2704004, B14= 0x83a050, B15= 0x838f98

!!!start a transfer to address 0 with EDMA CC1 Channel 2, to trigger EDMA bus error...

External exception happened. MEXPFLAG[2]=0x80000000.

  EDMA module 1 error

    TC 2 error happened

      EDMA3TC has detected an error at source or destination address.

      read error (1). TCC= 2. TCINTEN= 1. TCCHEN= 0

NRP=0xc016ed4, NTSR=0x1000f, IRP=0xc011050, ITSR=0xf, TSCH= 0x0, TSCL= 0xfb8db7

 B3=0xc016e78, A4=0x1070, B4= 0x2721010, B14= 0x83a050, B15= 0x838f98

===================-watch dog timer test-========================

start watch-dog timer...

service watch-dog 1 times, at time counter = 6

service watch-dog 2 times, at time counter = 3916328

service watch-dog 3 times, at time counter = 3924782

service watch-dog 4 times, at time counter = 3953090

service watch-dog 5 times, at time counter = 3913825

service watch-dog 6 times, at time counter = 3971613

service watch-dog 7 times, at time counter = 3930823

service watch-dog 8 times, at time counter = 4104923

service watch-dog 9 times, at time counter = 3996417

service watch-dog 10 times, at time counter = 3950503

stop servicing watch-dog, it will timeout and trigger NMI after 3000 ms...

NMI exception happened, normally you should reset the DSP to recover from the problem!

NRP=0xc0171d0, NTSR=0x1000d, IRP=0xc011050, ITSR=0xf, TSCH= 0x0, TSCL= 0xb0ae07c6

 B3=0xc0171c4, A4=0x4b, B4= 0xc019ac0, B14= 0x83a050, B15= 0x838f50

==================-Reserved space access test-=================

--------------------access zero address------------------------

!!!read from reserved address 0x0...

External exception happened. MEXPFLAG[3]=0x4000000.

  Event 122: DMC_CMPA CPU memory protection fault for L1D (and other memory read finally goes through the L1D controller)

  memory protection exception caused by local access at 0x0

  Supervisor Read violation

NRP=0xc015260, NTSR=0x1000d, IRP=0xc011050, ITSR=0xf, TSCH= 0x1, TSCL= 0x2b9dcc45

 B3=0xc015250, A4=0x524005, B4= 0xc019ac0, B14= 0x83a050, B15= 0x838f80

!!!write to reserved address 0x0...

External exception happened. MEXPFLAG[3]=0x10000000.

  Event 124: UMC_CMPA CPU memory protection fault for L2 

  memory protection exception caused by local access at 0x0

  Supervisor Write violation

NRP=0xc0151f0, NTSR=0x1000d, IRP=0xc011050, ITSR=0xf, TSCH= 0x1, TSCL= 0x2b9ed11d

 B3=0xc0151e2, A4=0x25, B4= 0xc019ac0, B14= 0x83a050, B15= 0x838f80

--------------------access address exceed LL2------------------

!!!read from reserved address 0xa00000...

External exception happened. MEXPFLAG[3]=0x4000000.

  Event 122: DMC_CMPA CPU memory protection fault for L1D (and other memory read finally goes through the L1D controller)

  memory protection exception caused by local access at 0xa00000

  Supervisor Read violation

NRP=0xc015260, NTSR=0x1000d, IRP=0xc011050, ITSR=0xf, TSCH= 0x1, TSCL= 0x2b9fd842

 B3=0xc015250, A4=0x524005, B4= 0xc019ac0, B14= 0x83a050, B15= 0x838f80

!!!write to reserved address 0xa00000...

External exception happened. MEXPFLAG[3]=0x10000000.

  Event 124: UMC_CMPA CPU memory protection fault for L2 

  memory protection exception caused by local access at 0xa00000

  Supervisor Write violation

NRP=0xc0151f0, NTSR=0x1000d, IRP=0xc011050, ITSR=0xf, TSCH= 0x1, TSCL= 0x2ba0df42

 B3=0xc0151e2, A4=0x2a, B4= 0xc019ac0, B14= 0x83a050, B15= 0x838f80

------------access local reserved configuration space----------

!!!read from reserved address 0x1000000...

External exception happened. MEXPFLAG[3]=0x4000000.

  Event 122: DMC_CMPA CPU memory protection fault for L1D (and other memory read finally goes through the L1D controller)

  memory protection exception caused by local access at 0x1000000

  Supervisor Read violation

NRP=0xc015260, NTSR=0x1000d, IRP=0xc011050, ITSR=0xf, TSCH= 0x1, TSCL= 0x2ba1e7f9

 B3=0xc015250, A4=0x524005, B4= 0xc019ac0, B14= 0x83a050, B15= 0x838f80

!!!write to reserved address 0x1000000...

External exception happened. MEXPFLAG[3]=0x40000000.

  Event 126: EMC_CMPA CPU memory protection fault for local configuration space between 0x01000000-0x01BFFFFF

  memory protection exception caused by local access at 0x1000000

  Supervisor Write violation

NRP=0xc0151ee, NTSR=0x1000d, IRP=0xc011050, ITSR=0xf, TSCH= 0x1, TSCL= 0x2ba2ef86

 B3=0xc0151e2, A4=0x2b, B4= 0xc019ac0, B14= 0x83a050, B15= 0x838f80

---access reserved cfg space between INTC and power control----

!!!read from reserved address 0x18001c4...

External exception happened. MEXPFLAG[3]=0x4000000.

  Event 122: DMC_CMPA CPU memory protection fault for L1D (and other memory read finally goes through the L1D controller)

  memory protection exception caused by local access at 0x18001c4

  Supervisor Read violation

NRP=0xc015260, NTSR=0x1000d, IRP=0xc011050, ITSR=0xf, TSCH= 0x1, TSCL= 0x2ba3fc1e

 B3=0xc015250, A4=0xc015338, B4= 0xc019ac0, B14= 0x83a050, B15= 0x838f80

!!!write to reserved address 0x18001c4...

External exception happened. MEXPFLAG[3]=0x800000.

  Event 119: SYS_CMPA CPU Memory Protection Fault for local configuration of INTC and power control

NRP=0xc0151f0, NTSR=0x1000d, IRP=0xc011050, ITSR=0xf, TSCH= 0x1, TSCL= 0x2ba503e7

 B3=0xc0151e2, A4=0x2b, B4= 0xc019ac0, B14= 0x83a050, B15= 0x838f80

------------access global reserved configration space----------

!!!read from reserved address 0x1cf0000...

External exception happened. MEXPFLAG[3]=0x84000000.

  Event 122: DMC_CMPA CPU memory protection fault for L1D (and other memory read finally goes through the L1D controller)

  memory protection exception caused by local access at 0x1cf0000

  Supervisor Read violation

  Event 127: EMC_BUSERR Bus Error Interrupt for global configuration space between 0x01C00000 - 0x07FFFFFF

  CFG read status error detected

  XID (Transaction ID)= 12

  Addressing error

NRP=0xc01525a, NTSR=0x1000d, IRP=0xc011050, ITSR=0xf, TSCH= 0x1, TSCL= 0x2ba5db7e

 B3=0xc015250, A4=0x524005, B4= 0xc019ac0, B14= 0x83a050, B15= 0x838f80

!!!write to reserved address 0x1cf0000...

External exception happened. MEXPFLAG[3]=0x80000000.

  Event 127: EMC_BUSERR Bus Error Interrupt for global configuration space between 0x01C00000 - 0x07FFFFFF

  CFG write status error detected

  XID (Transaction ID)= 15

  Addressing error

NRP=0xc015210, NTSR=0x1000d, IRP=0xc011050, ITSR=0xf, TSCH= 0x1, TSCL= 0x2ba717f8

 B3=0xc0151e2, A4=0x2b, B4= 0xc019ac0, B14= 0x83a050, B15= 0x838f80

-------------access reserved XMC configuration space-----------

!!!read from reserved address 0x8000100...

External exception happened. MEXPFLAG[3]=0x4004000.

  Event 110: MDMAERREVT XMC VBUSM error event

  MDMA read status error detected

  XID (Transaction ID)= 1

  Privilege error

  Event 122: DMC_CMPA CPU memory protection fault for L1D (and other memory read finally goes through the L1D controller)

  memory protection exception caused by local access at 0x8000100

  Supervisor Read violation

NRP=0xc01525a, NTSR=0x1000d, IRP=0xc011050, ITSR=0xf, TSCH= 0x1, TSCL= 0x2ba819fd

 B3=0xc015250, A4=0x524005, B4= 0xc019ac0, B14= 0x83a050, B15= 0x838f80

!!!write to reserved address 0x8000100...

External exception happened. MEXPFLAG[3]=0x4000.

  Event 110: MDMAERREVT XMC VBUSM error event

  memory protection exception caused by local access at 0x8000100

  Supervisor Write violation

NRP=0xc0151f2, NTSR=0x1000d, IRP=0xc011050, ITSR=0xf, TSCH= 0x1, TSCL= 0x2ba950b9

 B3=0xc0151e2, A4=0x2b, B4= 0xc019ac0, B14= 0x83a050, B15= 0x838f80

-----------------access XMC unmapped space---------------------

!!!read from reserved address 0x1c000000...

External exception happened. MEXPFLAG[3]=0x4004000.

  Event 110: MDMAERREVT XMC VBUSM error event

  MDMA read status error detected

  XID (Transaction ID)= 9

  Privilege error

  Event 122: DMC_CMPA CPU memory protection fault for L1D (and other memory read finally goes through the L1D controller)

  memory protection exception caused by local access at 0x1c000000

  Supervisor Read violation

NRP=0xc01525a, NTSR=0x1000d, IRP=0xc011050, ITSR=0xf, TSCH= 0x1, TSCL= 0x2baa5834

 B3=0xc015250, A4=0x524005, B4= 0xc019ac0, B14= 0x83a050, B15= 0x838f80

!!!write to reserved address 0x1c000000...

External exception happened. MEXPFLAG[3]=0x4000.

  Event 110: MDMAERREVT XMC VBUSM error event

  memory protection exception caused by local access at 0x1c000000

  Supervisor Write violation

NRP=0xc0151f4, NTSR=0x1000d, IRP=0xc011050, ITSR=0xf, TSCH= 0x1, TSCL= 0x2bab8f54

 B3=0xc0151e2, A4=0x2c, B4= 0xc019ac0, B14= 0x83a050, B15= 0x838f80

-----------------execute from reserved space-------------------

!!!execute at reserved address 0x0...

internal excpetion happened. IERR=0x1.

  Instruction fetch exception

NRP=0x0, NTSR=0x1000d, IRP=0xc011050, ITSR=0xf, TSCH= 0x1, TSCL= 0x2bac95ad

 B3=0xc0153f0, A4=0x26, B4= 0x0, B14= 0x83a050, B15= 0x838f90

Exception happened at a place can not safely return!
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