
Introduction

Various means of identity authentication, 

such as signatures, personal identification 

numbers (PINs) and passports have been 

used to ensure security and control access 

to buildings, financial accounts, electronic 

devices and many other aspects of everyday 

life. Now though, the need for faster, more 

convenient and accurate identity authen-

tication and identification has never been 

so great. Constant mobile connectivity, the 

ubiquity of the Internet, the growing popu-

larity of e-commerce and many other fac-

tors all accentuate how critical and difficult 

it can be to authenticate someone’s identity. 

Modern biometric systems powered by 

advanced processing architectures are 

moving identity authentication beyond 

yesterday’s methods toward fast, accu-

rate and secure systems that identify in-

dividuals based on unique characteristics.  

Technology from Texas Instruments Incor-

porated (TI) is making today’s biometric 

systems more reliable and convenient, 

while ensuring greater overall protection.  

Key links:
www.ti.com/biometrics

www.ti.com/irishield

www.ti.com/dsp 

User identification systems 
leverage smarter  
biometrics technologies

Knock, knock. Who’s there?
The world is a complex place. Knowing who is on the other side of the door before opening 

it is no longer as simple as looking through a peep hole. It’s much more difficult to authenti-

cate the identity of someone involved in an online interaction or transaction, which can occur 

hundreds of thousands of times a day. Many of the older identity authentication methods 

(keys, PIN numbers, badges) can be lost, forged or stolen leading to false authentication and 

resulting implications. Instead of relying on external objects or memorized codes, biometric 

systems determine an identity from the individual’s intrinsic qualities, a fingerprint, the pattern 

of an iris, even DNA. A biometric identification system is able to quickly recognize and analyze 

these anatomical characteristics, match them against data sets of approved or disapproved 

persons and either grant or deny access.

Virtual mobility across the Internet and physical mobility around the world only highlight 

the need for biometric identification systems. Every point of entry – whether into a computer, 

communications applications, building, campus or country – must be protected.

The basic structure of biometric systems
Fingerprint matching applications were the first and still are the most commonly deployed 

type of biometric system. The basic architecture (Figure 1) of all such systems is virtually 
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Figure 1. Block diagram of fingerprint recognition system.
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the same. Typically, a biometric system is comprised of four major subsystems: sensing, feature extraction, 

template matching and output.

•	 �Sensing 

The sensing or input element scans and captures the subject’s anatomical characteristics and then 

converts this image into digital information. The sensing element might incorporate a camera, CMOS or 

optical sensor, or one of TI’s high-performance charge coupled device (CCD) sensors. Microphones would 

be deployed in voice-based identification systems while other types of sensors such as thermal and 

capacitive sensors are used as well. 

•	 �Feature extraction 

Since many biometric systems are based on computationally intense algorithms, such as image and 

voice processing, the demands on the system’s processing capabilities can be quite challenging. The 

processor takes data from the sensor, for example, the image of a face during a facial scan, and extracts 

data points to construct a “template” or a model of the person’s unique biometric characteristics. Digital 

signal processors (DSPs), like TI’s OMAP-L13x DSP+ARM9™ processor, TMS320C674x DSP and 

TMS320C55x™ DSP are ideal for processing the computationally intense algorithms required for fea-

ture extraction in biometric systems. As biometrics continue to evolve in the future into smaller form fac-

tors, including more battery-powered handheld authentication devices, TI’s low-power DSPs will continue 

to provide the processing capabilities required for critical biometric functionality. TMS320C6000™ DSPs, 

for example, feature a parallel architecture that enables fast processing of up to 3648 million multiply 

accumulates (MMACs) while consuming less than 600 mW of power. Key benchmarks on Discrete Fourier 

Transforms (DFT) as well as corner detection functions show that TI’s C674x DSP core provides more 

than five times improvement in performance over an ARM® Cortex™-A8 core operating at the same 

frequency. 

•	 �Template matching 

In an access control application, for example, the biometric system might compare the template of a 

fingerprint presented at an authentication station with those stored in a database of templates of people 

who are allowed admittance. If the template is not in the database, the person cannot be identified and is 

not granted access. Depending on the size of the database, storage can be accomplished in solid state 

memory located in the authentication station, either integrated with the DSP processor or external to it, or 

the database might be stored on a remote server that is accessed through a secure communications link. 

For embedded solutions, key benchmarks for commonly used matching functions, like correlation, show 

that TI’s C674x DSP provides more than eight times improvement in performance over an ARM Cortex-A8 

processor operating at the same frequency. To protect the identities contained in storage, biometric 

http://www.ti.com/lsds/ti/dsp/c6000_dsp/omap_l1x/products.page
http://www.ti.com/lsds/ti/dsp/c6000_dsp/c674x/products.page
http://www.ti.com/lsds/ti/dsp/c5000_dsp/c55x/products.page


templates are typically encrypted with a state-of-the art encryption algorithm, most of which require 

mathematically intense computations. Again, TI’s DSP platform gives system designers a wide range of 

scalable and pin-for-pin compatible processors (within product platforms) to meet the specific needs of 

each particular biometric application. 

•	 �Output	

Once the biometric system’s processor has completed its template search and comparison algorithms, it 

must output the results. Based on the system’s findings, some action is likely to occur. For example, the 

output might be connected directly to a mechanical apparatus which unlocks a door or the results might 

be sent through a wireless connection and displayed on a screen for review by a border-crossing guard.

Biometric identification technology has evolved considerably from the days when digital fingerprint systems 

were a marvel. Over the last decade, the computational abilities, cost effectiveness and overall capabilities 

of DSPs as well as processors featuring DSP and general-purpose processing (GPP) cores have continued 

to advance by leaps and bounds. For example, the DSP and ARM9™ cores integrated into TI’s OMAP-L138 

processor deliver tremendous performance for high-end biometric systems. At the same time, cost-per-

processing cycle has dropped precipitously, making DSPs and DSP/GPPs ideal solutions for computationally 

intense applications like biometrics. With increasingly more powerful and cost-effective processors at their 

disposal, designers are empowered to implement more demanding algorithms while decreasing the relative 

price point of the system.

An extensive example of a sophisticated multimodal biometric system is being implemented in India, one 

of the most populous countries in the world. India has undertaken a User Identification (UID) initiative and is 

enrolling all of its citizens in a biometric identity database. The UID program, which began in 2009, is being 

spearheaded by a cabinet-level minister who expects that half of India’s 1.2 billion citizens will be enrolled 

by 2014. Some one million new biometric identities are being added every day from 20,000 sites across 

the country. One of the main objectives of the UID program is to improve the government’s distribution of 

approximately  60 billion USD in welfare support to India’s poor and rural areas where many residents do not 

have proper identity documentation and therefore have difficulty opening bank accounts. With biometric iden-

tities, the poor will be better able to open bank accounts so that the government can deposit welfare support 

directly into their accounts. Like other contemporary biometric systems that place emphasis on robustness 

and accuracy, India’s UID program is multimodal. Data is gathered and stored on all 10 fingerprints and both 

irises. A digital photograph of the face is also recorded.

In the U.S., several government initiatives using biometrics are underway. The Department of Homeland 

Security has instituted the Visitor and Immigrant Status Indicator Technology (US-VISIT) program which col-

lects digital fingerprints and facial images of international visitors to the country for use for in a biometric 
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identification system at the border. This database is shared with a number of governmental agencies to 

authenticate individual identification. In addition, the Federal Bureau of Investigation established the Biometric 

Center of Excellence in 2007, a program for exploring and advancing the use of new and enhanced biometric 

technologies and capabilities for integration into operations.

Some newer so-called “soft biometric” systems do not even attempt to match individual identities, but 

rather general demographics such as gender and age. Certain retail chains are evaluating the use of high-

definition, large-screen displays to provide advertisements to their patrons as they shop. In some stores, 

such systems are complemented by a soft biometric application that uses cameras to determine the general 

demographics of individuals as they approach each display. Following the execution of biometric and other 

algorithms, age and gender appropriate ads are displayed so viewers see only those advertisements that 

might interest them.

An increasingly broad and very versatile selection of processing elements on which to base biometric 

systems as well as stronger safeguards for biometric databases ensures that this technology will continue to 

be adopted throughout society. Distributing a biometric system’s processing load across a computationally 

powerful DSP/GPP platform can increase the processing efficiency of the system, allowing for the deployment 

of less costly processing platforms or providing the added processing capabilities needed for more sophisti-

cated biometric algorithms.

Many of TI’s DSPs and DSP/GPP embedded processors have a proven track record in embedded biomet-

ric applications. At the value end of the spectrum, TI’s C55x™ ultra-low-power DSPs are cost and power 

optimized for small- to medium-sized systems with hundreds of identities stored in the biometric database. 
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Figure 2. Biometric passports have now been adopted by many countries, including the U.S. In the United 

Kingdom and other European countries, a digital template of the bearer’s face is stored in the passport.
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TI’s C674x DSPs provide higher performance for greater imaging resolution and a larger database of identi-

ties. For top-end systems, TI’s OMAP-L13x DSP+ARM9™ processors support advanced connectivity options, 

high-level operating systems for graphical user interfaces and optimized performance capabilities.

In addition, TI offers a broad range of support assistance across the entire system. On the power side, 

Power Management Units (PMUs) designed for optimized support of the DSPs are available to allow the 

system designer to focus on the business of creating biometric applications without having to worry about 

getting it powered properly. On the DSP side, this includes hardware kits and sophisticated software 

development tools. Moreover, several companies in TI’s third-party Design Network have been actively 

developing biometric, image-processing and voice-processing subsystems that could be integrated into 

full-blown biometric applications. TI Design Network member IriTech, Inc.’s fully embedded iris recognition 

solution, IriShield™,  is based on TI’s C6748 DSP. The module is able to match 1:1000 templates in less 

than 750 ms and has the capability to store up to 10,000 user templates. IriShield runs on USB power and 

comes with an application programming interface that allows customers to easily integrate IriShield into their 

systems without the need to be experts in iris recognition technology.

For more information on TI’s DSPs for biometrics, visit ti.com/dsp.

Figure 3: Processing load distribution in typical biometrics applications. Key mathematical and real-time func-

tions are better suited to a DSP, others are better suited to a general-purpose processor.
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